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MIYP JISINGIN AN MNINNN NI MANN 925500 MAYPN 0N N2 AYNY INY ,NYD
919509 1Y MM 9N

YN ;7210 MOPNN IXRNIND DYDY OPNIAN ,DPNIND DIDIVIN DY DINVPRN NINN
DX9PIN ,’DOVDXDVPRNY NPV MDNIN ;N0 MIMNIR ,MPTN N2 ,0°9PIN DY NANIN NYIVNIN
, U109 IN VA1 NS DYDY DIOPIND DIVAND 12PDN ANIN DY OO TINOT PININD .ONINTIN
MYTIN P GN) VIV IX INADTN YN NI ,0MPN DIDONN DY MITIPON MNIL NI
.20 NYPNN NINXIND

NYNONOVY NNYPN OO ,D2AVNNN 210NN XN 12N ONNN 2NN XD 20N ANIN
MOIYNA NN NNNN NVIY INRND .INTHN T DY KDY ,DONIN Y DOOUN DOYNNN ,NPNIIN
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TINPNN MI2N NN >NNN PIN (10.5.2018%-1 NN qPINI) XY PRN TINONA PP 2016 mwa !

1 http://www.oecd.org/sti/ieconomy/dital-securityrisk-management.pdf
2 https://ec.europa.eu/digitagingle market/en/networkandinformationsecuritynis-directive
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210 DD DN OONIN DXTPION DA 920N OVIPNX NN T TN DI NINY
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NN AT DAYY NYIMY MITHNANM 9290 SHIPR Y AN TN PUNN NN YV JoIN
N3 OINNA IINPTNN NITONRD HY DIYLNND NVIVYN NN VDN PN

PIN 991N YV MDA NNIPY EINT MESUA NN NN NPOY XD DT THUN YV NN
2200

PN 210N NNN DINN2 TPNOWHN NITORD TNNN NNY PN 9WD DX PN 1Y THON

.DINN YINRIYIN ININN HY NIV YOINN NN NNIYNY DOWITIN DITYSN DY MNP TN, 7ON»TH

MRS PNOYNT MIAWNND MNTNN NN P¥DY ,TPNPTH MAIWNN YW DNV DTN IPID THONN
N NPPO

IO DY MO NYNNI NTPINNND MDD 919N POIY 720N PIN PIIN PXONIN P9
9 DY NNY OPYNN JOIND DX PIND NPTNY 1IWARY TUN 1IN IMINDD NN 7NN ININN

MY ATYN 1210 NNNY MPEONIN NDON IMINOTN 121N TN HY NNnn Maow nvivy noon
VININY DMONN NINIPYY 1IN MINIPYL VIDIY TIN ,NVINT NYT DIPY NOYIND NPNTN NNON
55 DWW MYTN NON YT DOVYTN DINPX 1Y 20N 2NN ONNN NINDY ,NNT YD 1 NDan

.MOND HY NYINII NOYIN IWIRNY MVAVN NNDN NYITI NN

DY0IVPN ,TNN .02 DN DXDIVMINX PA NIRD TNXN DX DYXTH PINA MNSNIN NOXAN
NN, TN TIVIND NPTHN NI1N DN HRY DOXVTN DIMNDD D92 XN 210N AININY DN

AN PYNINA ow»ohttps://www.ncsc.gov.uk/quidance/introductiams-directive
The Global Risks Report 2018, World Economic Forum:
https://www.weforum.org/reports/thglobalrisksreport2018
2017 ,722°010 NNNO MORIYIN MIVIVONN ,IDINDN 121010 TIvn 4
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The Global Risks Report 2018, World Economic Forum:
https://www.weforum.org/reports/thglobalrisksreport2018
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™MD 72017 ONHNA OVIAN MNOIAN DN TN NYNHAY N9PNNA MINIY M TPPYHN 1PTIPAN
Y WPNA MYY Nvan

TPPRIPIND 9PUNT NWI TN NYKI N PYN N9PNN DIIN ,MNPIY JOIN PITY 717 N0N MOpNn

799 MEMY NPT HYaN HY NEMN NN NOPMN 2014-1 12015 15N NNY NPVNTIN SNVI
AN AN MINYIY 1297 DT NDN MAPNN 7D DITYN DNINDN Y9 YTIPIM

shttps://www.lloyds.com/newsandinsight/risk-insight/library/societyandsecurity/businesblackout
Ransomware Attack 2017, International Journal of Advanced Research in Computer Science:
http://www.ijarcs.info/index.php/ljarcs/article/download/4021/3642
Analysis of the Cyber Attack on the Ukrainian Power Grid: Defense Use Case:
https://ics.sans.org/mediaf Bl SAC_SANS Ukaine DUC 5.pdf
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TTIPON MOONI2 NI INY PNINDN NNV DY DXPNAN DTN NIOY YD 10 DX M2

QOO0 DY NN N0 DON AN ONINDT PHVIAD NHNN IONOXVI NIOD NN DIPNH NYWIA NdPYN

YNIIND 2NN XI9NNY DINND NON DMNDOY NNINN DTN ,2015 MW NOVNNN MOLONN DDA
DPVIP NPAYNI MHNVDNHNTOINY NI DN P KDY ODON

S NONTY )90 DINYT DMAN YDV D27 DININ NNINT I NPND NI PIARNN 12»DN DPN
NP MODN MPNX NNYY N1 NNX DIV NMINY M) 11D PO PIIRD 1IN NNVP M NNNN
DMNNN DNY DIVNI 112X N0 NPDI TV DINNDN DNININ IO D NV DIVIRD NN VP
NOND DTN DXWNIND 52IND NMIYY DN NYIN ,NPVIP NPNVYN DY NPADN MIVIVD NN
DV0 ININY

7YANM N9O9ON Sy N oYNOHAI»0 2 . 2. 3

092 PO MoWNN UT-n Y 05 7NPNNoN” MOPNIY PN NX 1DMYN D2 DMIPNN

1193 20-9 1190 OXN PA DY DIPTI NNV NPAIWHN MPTNHY MWL NN 1.6%6Ty mynn NMINOD

P12 N9 ININD PYOIN P APy DXIOINN NYN DMIPNN 2D NAY ¥ AN DY L Hmwa ynand 1
.DYNDNN DIDIVIND PPYN

WY TN ODY MY NOY NPPYN NPNYND PRIV DOYD ININ IOV 29D NI ,PPY P 02D

920N ANINY IPIY PVIMNIIN GO DM DOPYO ¥ NN DY IIPRNN NNI NP MVP NMIYNRYN
N9190 EmnTpnn mYavo Sw 02IwNN NNMIST SYNNN TAK N7 NINDN NHPYVINT ISPNIVIN
DYWL YINY MYYY) DMYON DN NHOYN TIN DXMIPYI NYID ,0ITVINI NNDY DINNN DY

720N PNV DNOY PNIRN NN MIDN DDTPNN

oNN L,DNPNYN D93 DY 555N PHRND Y9 ,UON NPPYNN NN 110N DPND MYNNY D35
ANINA VINOWM TIOVTI NINIMA PPOYM dNOVNNN NPPTNN ¥YIPA NP TN NNINRIN

W PN PNV NYINN DXNYNY 19129 ,POPN 925 MO 29NN BNV NHONA NN .7210N

11The cost of incidents affecting Clls:
https://www.enisa.europa.eu/publications/thestof-incidentsaffectingciis/at_download/fullReport
12Mkinsey Global Institute’The great transformer: The impact of the Internet on economic growth and
prosperity":
https://www.mckinsey.com/~/media/McKinsey/Industries/High%20Tech/Our%20Insights/The%20great%20tran
sformer/MGI_Impact_of Internet_on_economic_growth.ashx
Special Eurobarometer 390 cyber security report 320/201
http://ec.europa.eu/commfrontoffice/publicopinion/archives/ebs/ebs 390 en.pdf
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https://www.mckinsey.com/~/media/McKinsey/Industries/High%20Tech/Our%20Insights/The%20great%20transformer/MGI_Impact_of_Internet_on_economic_growth.ashx
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Figure 9: The cost of cybercrime and cyber espionage
expressed as percent of GDP
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Source: CSIS (2014)

Atlantic Council: Risk Nexus14
http://publications.atlanticcouncil.org/cyberrisks/ristexusseptembef0150vercomeby-cyberrisks.pdf
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290N TPNOVIN PID .PIND DNMNN JPONR DY INIRND NIPOD MPINN NPYA 190N MN»P

Y NPODN HNYA 7210 NNN NN NN MTHNYN NIV TTHINNND ¥ NNY YN NMYa NN NNXA

720N MIPNX NN PAN JPNIRD IYRD NHNOPNN MDOPANY NPIDN NNN .PYNI MIIN DNNIN

NIPYI NPNTNIV MIIYH ,TININ NPPTN DY MYSNNI DN MY PO0NY 1A DINNKN
NN DPAN Y2

DD 57 DNNNA PV NNNN NN NIX WIAPD NIN DD ORYI  NIAPNN NPPN TN
NONNDD 2990 DX WY PYNI DMMNINY NVIND 11 KXY ,TOVN 7202 DMV DNPIYY ON»ONND
A210 PYND 9NN MTMNIY MHIYND NHIRND VIO TO2) ,NNINI NNN NN MVND

,TIYNAN DNONIVID DINNKD DYARVN DY NNINI NYPYNT TININD MITRYN NN NDYY PON

PIUN NIND DY TIDY 1PN 1N 10 PN 20 ,PWNa DX099) DMININ DY YDIDA DIVIN NPND DI

92 MWYN NOYI INNN 0NN TAR Y ,NNT DOYNN PPIY YDV 9901 ,DIIN .7PYIN NPINDY INDY
.NNY

INNND 92102 NMNNA DWPYN DINX IUN PYNI DININ - MYTN 19NN ANSIND 900 NNn .2 .
NN NNN DXNPYD DXDNINND DN DMIMNIN PN INOXVID DMV DINDPDY DXV DN DM

D27 72D ONPRY OINVN DN 2D DIYTY DX DM INND NI NND

DNYDA NN DXWTY DN TN 12D MNPNI DXPINN DININ — Y12 101NN IRYIND 90N NN .2 .

DINNND 1II9) WPYND STHPNYM ITOM XY 19IND X0 DX DNNIN,OV9 XD N2 MWD

D12°0 MN?) JY MY NMIPR T NYPYN IAWN) PORY VPN IN NNY T21D $IPRND IRNIND
L(TM9IY N2257) SNTIPI MIYN INN TINN NON ,DMIPRN NN NN

NNNN NN NN DY WPYND DIXIT DN TUR DNNIN — NP 19INN INNIND 90N NNn .2 .

PIN,DNTY .ININ NNNN NN WIND DIVUITIN DXIARWNN IN/A DI ONY PR TN ,0NHY

IINNIND 929D YIPRD NYUN PYTY XIN TR IIIND TINHNNY DY 12D NNNA YPYN IWUR
APAVYND NI N0 PR POYY DV NPADNRN NIVIVI MOYNN

NN DX DNMN YR DININ IIDIN N0 HYI — ANV IMNIN DIVIINND IRSIND 90N Nnn  .2.3.4
DY NPNINN MYAVNN DOYNND ,NPNIPN TPNIMVN YXID )I¥T TINN 12»D2 ONOY NNNN
2170 DRNNA NINNN NNT AR YNIP IWUR DIXR ,DNONTY ONDNN ININD DY) PNy Ooya
DXAMVY ,MNMPY NOWYN DY ONPOY KDY MDY MIPOY PN TR PNIVYNL NXXIAND DMNDD

210 ONPRY DIPID)
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LMD D29 DIMIAND dOYa DX DY TINKD NANTY NYIVN NSO ,93»0N AN DY DNn

Y2 0N TIT (TIYY MNPN NIAN ,YNPYNN NIIN ,OXIY NADT NHNT) NPVLIP NPNPTH NPHYNN

DYPOYA NYDY,(TIY) PN NNIANH NN ,DD¥9) ,NPPY NHPNT) TN TN Y NN P31 NIV
AUMN T NHWN YOV ONVP

NI VDY TIVNN DY NVN NTIAYD IYIAPI ,NT P INONIDID 51N HN SN MIYHD PODY 1IN Yy
MIANWH NDH NI D DN 99 9 HX L(A,B,C) 28N DIVINI MIVON NS DY MNY
SPIIN HNONIVIAY DRNNA TPNINT P

DYDIVPNN I TAND NN PO ANNH DN NYNO WX DONIN — A 1n1a o
Sy MNINND NITONNDD MYIN DY MSYINN 5910 A-D 1NIX NPD TON HNININY DONIINN
NN OV OTIPONT MAONIN DIV PININRD TIVND ,NOITI) YUMDIN INDNN DIVINND
YDIDT NP ,PWTIN NOON : TIWHN HY DODVLINN DIDINNND NNIN YW 21D (MMININD
LDNIN MIND 1N 5510 A NP 27131 DIPPR MM ,NPPN

DYDIVINN P2 TARD SXMNN N0 INNHN DN NYNY WX OMIN - B nmia onnax
OV )M OMON MY NP B-d 1IN NDY Nann PONNN NININY DNV
LDMIMNIN 9ON NN Y915 B o b mdInmwn 0IN»N N8P YOMDIN NOONIN

DN DIDIVIND JI TARD TIN NI INNN 0N NP IWX OININ— C nnra oonx I
BN A MDY My ROV puna N Y02 NWYNY 9217 ININY

OYAN HY VP PPN 2.5

NN OV 2ANNN INNN AN DV THNN TONN OMPNN OININDD 120N TV MDYan poNd
MYPYNS MYIM TNINDN DIPNN MY DY NN 12» 0N NLVN T 2016 MV .PYNI 12»ON
Y9 NN, NNNN AN NN NIANRY NN IPON NIVN .MM DXHYIN 50 29P2 IPD NOWYNN NN
Y N¥PD IPON NN DWYINI 920D NNN INND NN MIONN PHND ,0°IYaY MON NN NNNN
N2 62% ,NONNNY ,)NIND DINND DOYY (PYIN) 293951 PRIZ 590 MYTIN PR DININDND 62%-2
44%-2 .Y DIDVN NN PTONY MININ NPITH TADN DND PX) 12D MDD IPD DNYN W2
N2ON NN DNINIAND DINVINDD 20%-2) ,7200 NNN RYND INNN PPN Hya PN DINININ
9705 35%-) DONNN NX’D IN NIVYIN YT TOND NT IWPNA NPDIDI MW WINI ORI NIIPIYN
PN MIINY) YN NONN OPPY NIIYNN DX DIWNRND NON DIRXND .NIAND NONIN DY NMDTYN
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LYIVINN TN AN N NVOY1NIX Konfidas, Deloitemnan »y 2017 mwa 7w Ipo
NP OONTIN OIIVWINN TNIIWND ONNY NORYN DY .OPMYNYND MYTIN Y9 DY WIAND IRV
NP DTHIN IWINNY IV 33% 77 TNIIN DY 210N NN DINNA NMIDNN IN MIVIVONRN DIYMI
12OUN DD 33% ,MIND DY MW YY 120N NNN DINN NYOYN DY 1IN IX )ITN 10N NIN
70NN DYPY NIIWNN NN THIND XY¥NDND ,7210N NHNN DINNA PO YOI NONND NXIN WDV
DV 11PY10 NOOAN) MYINY IDWN 37%-),NDNINN DY MMNDTYN 7O AN RYNNVY 1Y 33% .y TNa
OO NMINNN NHMPY NOIYNN DN TOIND N¥NND ,PIN D¥MNN DD DY RYY Yy 1HN NNVIAN YN
(DNNX N2IVNN INY NNID MIVON MINM) Ndyan bv

(>112°8N Y512) 2NN NNANNN TN NYITIN NPODIN NYPWNA YN 2D TIVN NNANNN TIVN

DINN DN .MMT NANIN MINPIAN NIIWNA DXIYIN Y29 MWD . 2RrY 2PYID MIWYY ¥an
CERT-n bv ynmay 75001 .n07172 1ONINPN DPNN AWIRNY NITIDN NVN NTIAY NYSIND 07V
INN) D912 ,00NIN MIYY DY MOWNN NN DY MDD NIND TIWNN DY 7ININN YN MNDINDN

MOIWNN NN YINN D1 DVP DMNPD

V722 VNIV MIATIN ,TN ,DVIOTY TIVNHN T DY YNV V1IN PYNI 11D NN PO

1008 Y¥ DYTH NMIYNNIND PYNI MM DININ DY MTHYN MDANND NN PXHYNI INT) 19INL IPD

VY 29%-5 P, 1NIND 9290 MNNA DOVITIVDY DOYTIN DXVWNNN 18% PIV KN IPON .DXDWN
920 NNNY TMNIN NPPTN

MNIND 920 NHNND NPNITIND DY DIV Y12 TIND DIOMYNYN DY DY DY1HDN NON 0IN)

DOOANND DINNIN NI Y2 ,NIYTING DIV DOYIAND PIVN XIWI PRIy MOIYNN NN MIYND)

DNNINI MOLONN NOAPD NIYPNND NANIT YD (1D NIPD) "NIDHY MNNN” DY PIvn YWD Yy
.17°20 NN NOIDN YT MYTIN DMI»P DAY

NMIINTI*A MANNYN NPPY .3

1 9202 IR HY NNNY TPNPTH MM Y DMWY DYTIN NWIYYA PNHINY 1) 9900

D»P NI JPHNNVPON NN NYSIND OMIPN DININ DY NINNN NPPTHY T2 PININD 1Y DTN .AMAND DN NN PYRIN HTINN

IN TPNAN TIN DIPHRNN PONI ,NMIND MMINNA DITON NHMPN NINDI NN MY IR NITORND MW 93, TNX MIND SNPPPN 1ToN

NYY NNINY 920 NN DMPY NIND AR DMVID DININ DY DDYVN DMPIN DITON DIINDN DMIPNA .M DINNA DYNPN ONPNY NINNN
APIYY 15299, M990 0IN 10997 , AP THYA MN»PNN NT DTINT MPNIN MNDNT AP X NPIN ,ITONN DN

. C100)ORYOH MONDN NI NPDIION PINPDHY %3 N2y 1) 15
Stocktaking, Anlysis and Recommendations on the Protection of Clls, ENISAI2016
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,D)IPN ONNIN DY 71202 NN MIVNY TPTIY PNOYNN NMIND NNPINY TI2 PIXAIND M1 HTIN 9NN HMINH NIN MWD HTINN

129 NN TIRINN TPYNIN NN DTN PPN ONPIPN ITON DY NP XIN GO PAND .NPITIND MMINDN M9 DY M1 nYapnn

MVYN NPNND TIT IPYRIN NNIDON HYaN DX1YY DN DXANN NPHY DY NIPIASY NPMIN NN ,NNNN MLV NPNNND ,DININD NND
L9578 NN DT DMMAND NY NI NI TN ,NDIY NN NT HTINY NPNIN T NINT .APIDN

MoAPNN MLINTD 12 PPN MAMY HY STV DIDMPNI DI DN NPTHN DT DTN .NAMYNND NN NN PWHYN DTinn
Best omyb ononn nHNd 8L Mvwna .omv onon (PPP (Public Private Platformyn w oamwn omimea 5772 ,9mwna
VIDYYW MYYY RO DT 0N P89 DY 10N .DXIONN DNV DMINNI DIANN DN 1Y 1PN TR DINK NN N Practices
,2709R ,1%30593 NPOPDIZNIND MIPTNHN 1 HY 1NNV ,Ta91Na KINAY 11 DT ITIND RPN NONT DY DINDN PIV 2HMAI 1IN v
MNWYN TNN DOPR 5772 ,0°0329) MMINK 1D ,INNA DM PNIP0N NI DINNIY POXY YN ,NNRT DY .0 DTN NN, 119 1P9I00IN
NNV DNYRIN DITINN

TRN DM DY NPINK NHVN DY DDIANN ,NPDITI NTNI MIN JY MAINKDN NNN ,WIHWS MWD HTINN 12 5NN DTN DN NN
LDYPVYYNN SV NPVIAVIN APITARNNN DY N2 NIY 5y DIODIAN YNHVH NI ONIR DIPNN YN 57791 Hwnna

NIVH MR DMIPN OIMIN BY MINN OIPPA PIYwNa Npown YNIS ndvp»T NN 99PN TINRN DDI9 2016-1 >3 PON
NPNY,MPTHIN NNX 951 "RY CERT Yw nnpn 010 DONIXR YW NITORN DINNA TINRD MPTHY GMYN MDD NHY NDVPIT
NPNYN NMIY DIONN NN P ,NPPPN PTOND MPTH NIPNN NDOPITN .M IXIN DPRI NIV TNXY HPOMIND WP NTPI
NPNYN Sy 0 yana i Npow NIS NPT .MPT MIN 2NN NNVIX NP DM I MNIMNN PTIND , DM DN NPVIIP
AN NN GNY DINPHN DIPNY LY XMPY N (DSP 050007 DM Y >pava D NN

GDPR- General Data Protection Regulation,y7n 19191502 vimw 5y 1PN¥51)7 DINNA INK SMIYHDYN ToNn DOwN Mt Tonn
M»H 1vNT GDPRY NIS-w NI 29370 .y K1 18919 90190 R ¥y 10 T DY 0ONN DYYIN DR N9YPN NN MIDTYN IWN
I9MNY DNMWYRIN DXOTIND NWUN TAXR YW YN MODI NN

NO¥2 ,NPIPN/NPVIP NPNVYN DY NBND NYINN NPPPN DY NP NYNN IRIPY MINYDIY IN,1DINNY NININ MPTHN IN NN 1NN
.NIS n220p77T NNN NNIT NPPPN YIRS NMNAX XPNN TINRD MPTN IV W PIX) HRIWI PIONIN PIFY DPNN DDXAPN DNP

0P NIS nOUPPTI 0PPIN DRYND NPIAPHN NOM TPONITO PPN PR ,OPAY P2 27X

972 7NN NN O PToN W ,Gramm Leach Bliley Actn FISMA JHIPAA : ©»5779 opin nuidvy

,NDMDN PPVLIYN NY)Y 29 DY .NNHNNNA DI NPHNITIN NMINDN ,NMINIIN YN NNNDY DIPN

1 YN ODIN,NPVIPN NPNIVYNN 1IN D52 92502 NNN PTONY NMIDND DPN I3 ¥ NPIMINAND HVNND

MYT MAIN IPPIN 27NN MPTAI 9 : NMAY TPININIDT NHMP MPTHN NN IBHVPS NT NN KD

D»IHN OMINNT MODN MNNN NN MODN MPTN DY DNVONN VI YN 95T Y NPIpnd
DDIAN NN NI ,DMPNID

https://ec.europa.eu/digitadinglemarket/en/networkandinformationsecuritynis-directive'”
1o Agencies Already Have the Authority to Issue Critical Infrastructure Protection Regulations?
http://www.circleid.com/posts/20120820 agencies authority to issue_critical infrastructure protection
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N2DLVLPPTNIV NN PN T2 NIS NVPPT NYNN NXIPY NP TH NHWPHNN NNPDIS 2018 MVA : VI T
2199 INY HNVY NI NPNY MY PNONIN .NIS Sw TP N M2 ONMMIN 400-0 INY YY HINN
.DYNPNRN ONPNN

NNN MIINT NN NNV ,MPT MAIN PTHIND NNIVN IR NPYPN N9I¥ NYDP 2013 MWl 0918 T
.DINN 12-2 09NN 200-5 DY DINT NNN PIND 2N1THA NPVIP NPIYN JY NPINDI1N

INND D901 DMIN MND Y NIS M0 NN D>nnn 2780 9200 PINY PPN wan 2017 mva s
DM NNANNN ,NNYPNN ,NIRPIAN ,INND 2NN DY DOPN PINN NNON VN 12D I1ON MANY

NDID NNN MAIN TNYD DMIPN DIMINMNIN DY DNAIN NN PTONN 22PN 7NN PPN 2015-2 : 1m0
SNVORIY MINT NN DX PTON PIND .DOWIYIN DNININ 2000-0D NI 2981 92102

A5V .0MY OINDN 8-D NI THNA 12102 NPVXIP NPAYNY DIPIVIP DINTIN NN 2017 Mva 1w
290 OVPR DY MPT N2IN DINNN DY NOVIN NYRA

MYT ,NND MIN DPUM NPTHI DMVIP DIIONN VY TAX NNHON 2PN ppny 2017 mva o
AYAPIY DMVIPN DIDONNN NND 120D DIV DI DY MNNY NIV

4303 02NN HY NINNA HNIYIA O1PN SHUNNA 41907 N NVpY 4

0957 D»HVLNY BY9T10N 4.1

NYTONY PINDY NINDNI NITOID NPVIP NPNYN DY 92501 NNN NN DY IRV P8ONIN

oV NNIND NPNY IODIN PNLIAN TPV DY DPON MY PIN .(1998-NHVYN) 7DMNDN DN PNVIAN

INND NYNIND ONNIND NDOYID ININ NIDIN IRIY NPTHI NYVLIP DIWNHN NPAYN MIVY NND

TN 2016 MVN HNN .NDID NTYY YR PNINDN I2»DN TIVD YR MYUNKIL MDD DTV DY NdNa

NADIN DOYNNN NNYPN PV DY VYND) PIND 23D IRINKD DIV NI ININDN 120N
(972W NPINNI MINDY PIND YN

DM YN DNOVIX DINNI NMINTD NN NPIND MITOND DMV DPNDX IMYI NNd
NPIVID MR TIVOD PNN PIY MY, 002320 DY NPANH IR NN 1N .JMOND MMINNIA 110N
ANDND NPTV YN NNVIX OINNI NIRNN NN OMVIPNP DITYN 12D WX IWN MITONRN

19The Network and Information SysterRegulation 2018:
https://assets.publishing.service.gov.uk/governmentagdk/system/uploads/attachment data/file/701054/Netw
ork_Information Systems Directive Final Impact Assessment.pdf
/https://www.ssi.gouv.fr/en/cybiesecurityin-france/ciigin-france?The French CIIP Framework:
21181/2014 Czech Cyber Security Attp://senat.cz/xgw/xervlet/pssenat/htmlhled?action=doc&value=83936
2XCritical infrastructure protéion:
https://www.bmi.bund.de/EN/topics/civibrotection/criticalinfrastructureprotection/criticatinfrastructire-pro
tectionrnode.html
. 23Singapore Cybersecurity Act 2017
https://www.csa.gov.sg/~/media/csa/cybersecurity bill/draft_cybersecurity bill .26hx?la=en

INCD@cyber.gov.il f17Wnnil WX TIWwn - MIX7i1 12700 1N
*9344 National Cyber Directorate - Prime Minister Office


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/701054/Network_Information_Systems_Directive_Final_Impact_Assessment.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/701054/Network_Information_Systems_Directive_Final_Impact_Assessment.pdf
https://www.ssi.gouv.fr/en/cybersecurity-in-france/ciip-in-france/
http://senat.cz/xqw/xervlet/pssenat/htmlhled?action=doc&value=83936
https://www.bmi.bund.de/EN/topics/civil-protection/critical-infrastructure-protection/critical-infrastructure-protection-node.html
https://www.bmi.bund.de/EN/topics/civil-protection/critical-infrastructure-protection/critical-infrastructure-protection-node.html
https://www.csa.gov.sg/~/media/csa/cybersecurity_bill/draft_cybersecurity_bill_2017.ashx?la=en
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NMVY W ToN NRSIND ORINN NI PIY THNN NIAY NPTV 7NN NINNIN NI ,921DN NN

PO — NIPD ININ NN PTOND MYPAN IV GN DY [, NITONRD MNINN HY D)ON) VIV NTHNI
ANIND 920N

YN OPRNA OPINNY YHN NNVIAN DINNI NNPN NPVIIN NNN PIN 29D WAPI NININND
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YINIYIN YNVDININ 910N DIIYD 4.2
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PN OYININ NIDINY Y NIPYIV DPNRN NNID DRNNA

D) 19D ,NTY 22P5NM MY NYNRLM DTR MO ,MTOVNN NMYY NOND NYN NN .3 .
DMNIN NN

7989991 1.7-9 NON N PA9M NYNN ,PYNY HONIDINN MHYNVY X¥N NOIYNN ,NNNNNN NIIVA
P ONOXIID DY DPMND OMNM DN NN NVIY VIVI) .PIND NNHNN OPN BNYN 5-H N”Y
M09 1N P9, 0NN
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: DINIAN OMMDN DX MDY DOVWD W TUN ,NDIYN 12VTH

DRNNA NPDVLONIN MITONL HYHOY DINY NNY DMNIND 1901 Yy novann minnn .3 . 1. 6
9202 NNNN NN DY (1.0) HPNONN NOND DXNNDY ,TIVHN DY NPNONN NDYINN NDXIND
ANIND

Y9IV 12202 YD NN PINNY NNINN NNN ,TAY2 NMYRIN OIWN 55 N mnnn 3. 1. 7
DN ASP NN VRN OMYYY DITOINN DITONNDT DY MININNT 1NN 1HNIN ¥IT™
S99 9ayn PAYng MM INMY X TON YT 9210N DY DMOWN ANP

oy TOPUNY DMINM2 PN OININ PN DX AUR ,NMDY 1IN IV N MWD D o w 3. 1. 8
NPOYNN PON ;)0 1D .POX HPYNN MYTIND DPNN NN NIMOYN TYNNN PHND DNNY
LMY 9952Y,N% PIN ROYY DY ,MN»PN DMNMIDND NNN ,D37P DNV DY MYIITH 1y
ON9YINND GDPRN Yy waTa )ONIWIN pYwinn DY Nyawnin NNNONND NI SN

Y 1oT-m OT-n mmdw » N9 NN TN LIT-n Mwmnd 9pya nondnn 7ownn 3. 1. 9
,IINONTN P9 OV AWPNI MITHN TN NPDIVIIN 220 MNYNIN DNYI MDY TPina
.MNY 927N TRYAY 1N VONN DN

DMMIN P2 DM DMV 12 NOMPNN YN DINNA D) DOYINNI wvidw nwwy N wnn.3 . 1. 10

NSO TIND NN 2IWINN MINYN DY NIVIHXIN NN D HY OOTINON DMINND ONNNA
INTYOIX DY TIND XNMIYHYN 250

NN IRNYN 3.2

PMYNM 299 TPAPRN MDNIN NYNAY P89N MYIWn NN P9IV 1PONN Y THNON2
920 NNHNA DNYPYN DX DT NOPPTNN WIYPY DININ ¥Y¥INN1 D nyp NIS navpr1Hw
: INAN NPIDNN 29 DY PN KOS A8 NYPWND 1avn

7Y 295N DINIODON*

b 57N 193NY ysnn
170-340 21-43 0’09
118-236 8-16 N9NN

26European Commission: Commission Staff Working Document, Summary Of The Impact Asgessm
https://eurlex.europa.eu/legatontent/EN/TXT/PDF/?uri=CELEX:52012SC0167&from=EN
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67-143

4.5-9

mMN92

AR ND 29Y MAPNN PRANPONY 790 myswn Noayn YN Y8 IV

L0MYYY Y9HNA DINIDON*

5913 1IN 10 PN
780-1560 40-90 NN
720-1440 41-83 R TI)
130-250 3-8 nRIFL)
23-47 1.5-3 NI

N PV L TMYNYN NYN DY DN MOIWNN DDA NTIYN TININTINDNY IND ¥
NTINND WYX DN YT DY MONNON N NIPRNHDND NN, 701 NMMIVN DTN DY Novann
DRNYM 2P0 NN 0PI NIVND DYPYNN NN ,00ONT T NN XD DDDI2 NTNIYND
NN N DIRNYN .DMION SN2 D17 19 DY 12D DIDINA D927 DXAVNIN DINNIND NYPYNN
PINND N2X20N ,NOXIVN NNNN NNND NNt MPN NIS n2vPT 319 1D .aNra PO N Mvn
PY0ND VP 10 DY .Y DNPND NYIVHD DN NNT NPINY OINTI HNIYD TINND NN 2 DPNONH
300 MNNVAY YN MITH NNPON

1219) 9220 MNPRND OMNNIND PNNVN 29DIN PN NIIWND INNTINNDD DY NNIDN 121D PN
ENISA >3 N0 10IRD NNy 789NN MY NN INY QR NODN 1T N 1OV DoV
NP2 TIMN JTNIN WNNWI OX .NT DINN DMIPNN DY MIRNND NIYY” TIY 2016 DOMIND 1IPNNI
,MIVA 1Y 9ON 425810 1202 YNIND YXINNN PN D NNNN L NITN MIDN PON DIIPNNIL N8N
DNVPN DMININD DN 19 AN NIY TPNDITINDNN NDWN NNNN NN NINYN HINK DT N DY 5NN
NN NOOPYY MY IMYD 018y DININD N7 oNn 1004505 >ONNON DTN VI L, IWINDN
. TRON OV NYRIN PON2 DMNNN DPNDNN DI0IVINRD NOVIND

Network and Information Security Directive, Impact Assessment @A):
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/2449T8/Ak®6networkand
-informationsecuritydirectiveimpactassessment.pdf
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https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/244978/bis-13-1206-network-and-information-security-directive-impact-assessment.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/244978/bis-13-1206-network-and-information-security-directive-impact-assessment.pdf
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MoHMINN NOYN 3.2

: MPYIN DY DOND DYDY D1 TNRYND v MYy NOIYN NN

D0 OYNVY DDV PRI 3. 2. 1

VI ON OO NI /N PHN 2 PYDY TUNNA ODIN .IT PYD DOIN 19INI PN TIYND J70) KD

IN NMINYIIL , D092 ,NNIANNA OX ,MPYNN TITNIPONN MONIY NYI9N YV TAN 21590 VPN

IN 92VN NYVA WNINY 92TN ON OXTN ,NOIWINND MIOYN DX NDON PYND NOYINNY N 1IN

,NDNN NN, NPVIAY DIPII NYINND NMAND MOYIND NN NI YW 19 19D ONPTH DIVN I8N
20 NNPNND NYTIND ;N300

Taonpw 3. 2. 2

T2 APY MINPN OVINY DIMPY 720D NN I DT 5952 P THD NMAN 121D PIV DOP SNV
N3 MDY VI T IOYYN PIVND YODN OIRIWN PYND NN DNIN> NPIDYNN 19 PON D MNaAN
PISYNN MIN PN INNND YR MINDVINI

WNOPTHAN A POIR O 3. 2. 3

WON IITH TPPYN NNMAND NNKY 29 19T WHYD NDID SORDINTD 2NN PWIARD NYTHIN
TR OIMYNYN 1PN DT AOYIN 2237 DN ONIND PN WX XD 1991 1PHI5O1 NN 2510
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1993y Yo¥a Oy NOY — 71 PHN

NYWNNN Y TIVN HDO DY TIVHN SWIN VI 2443 NHWHHN NVINN MDD Nya 2014 MY ToNN2
MKYONN .TPNONIN PO NPPTN 12)D DNY XYONNDY DINVINID DTPON NX PIAND 1IN DY
L9200 NN NMXTNIY TN OMVINTIDINNY DITIVN DY NYXIA INY NPPRYI NOPN
NXIAPA DNNIRD NMNWN DN PYNI DNNINR DY TIWNN SWIN WA TONN ININD 5Papna
DYPNM H20N DINNA WNINPNN SVIN DY MWNON 10,20 (A,B,C) nunn v oinmdn
NN NMY MITHYA DN DY DTOYN

MHaIN LN MHINH 720N DINNA DXNMN DY DY TIWIN SWVIN WX ,TONNNN PoNd
NVYAN NN OVINY [T >NIVPYWH MHaN ,72»0 YMPY) MNnd

8 ,NMPINVIVLVLD NMWYN NHWNN YTIWN 10-0 MNI XD MSNPIN PONA IDNNYN HON TO2
INIYIA DYDY20N NTYNNN PN PYHNI NPLIS MIHAN 20-D NI MIAN

WMIAPY T2 ,NOWNNN YTIVN DIN DN 0N NPT PONN YN 2443 NHWNNND NVONN INKD
SV NSPN MININD DMPD YYD DY 220 D) LTIVN D02 NWATIN NMNORND DTN YT NN
.D>TIVNN

D02 MNNNN LININD 92102 NNNN NN DX 110N TN NN 2015 MY NON SN
DYV 299 DMNIN 29D TIVNN DY TINNPNN INMPNIND

NIV MAan Nt YH53 MY PRy MNP Oy TYIND MY DYPNN NN MO pond
DNOUNNM PVIN TN OMININ 121D NNM YT NNVIN YOMNI NIANIN I121ON NOYYN
YNDNN INDNN ,ION NOYYNI OIMIX PHND MONMNND MLV NN D5 N MY
VYN

0N MY 220 DNY OPPNM DD221NN DMV NIDNI PIND NVYL 2016 MY N2
12 PRI OYI9 NPPTHN DIVPN PON INNN TUNR TYNND PN TONN 1N MSNPIN TOIN
DM»YYNN NITARNN DY NPTIID MNP YN NNMPNN 27.5.2018-2 .w0N DY DPD PIND
NONIN NNNNA 55°NY ONNIRN D27 DNNIN DY PN GND

21/06/18
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