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INTRODUCTION

For Palestinians under Israeli occupation, the voice has been weaponized
into one of the world’s most sophisticated systems of mass surveillance,
transforming the very act of speaking to an act of capture. The title,
«Captive Voices,» reflects this act: Palestinian voices are captured through
interception of communications, captured through algorithmic analysis,
and ultimately captured within a system of control that seeks to contain
every utterance as potential evidence or justification. This report exposes
the architecture of algorithmic voice surveillance in Palestine, revealing how
the intimate act of speaking has been transformed into a digital weapon of
occupation.

Why voice surveillance matters

Israel’s voice-surveillance regime has been described as “one of the world’s
largest and most intrusive collections of surveillance data over a single pop-
ulation group.? Yet despite this scale, public debate has focused far more
on CCTV camera surveillance, facial recognition systems, and social media
monitoring in Palestine.2 Indeed, civil society has mobilized forcefully against
facial recognition. In 2023, 7amleh, alongside more than 170 civil society
organizations—including Amnesty International, Human Rights Watch, and
the Internet Freedom Foundation—called for a global ban on facial recogni-
tion technologies.? Similarly, much has been written about the surveillance
of Palestinians’ online behavior, and their impacts on their digital rights.*

Voice-based communications and surveillance modalities, however, have
attracted comparatively little scholarly and public scrutiny. When attention
does arise, it tends to emphasize the technical limitations of Al voice tech-
nologies in commercial contexts,® rather than their role in the policing and
the carceral governance of an entire population.

Scope of this report
This reports recognizes “sonic” or “acoustic surveillance” as a broader form
of monitoring that concerns the capture of all sounds, as is the case with

1 Yuval Abraham, ‘Microsoft Storing Israeli Intelligence Trove Used to Attack Palestinians’, +972 Magazine, 6 August 2025, https://
www.972mag.com/microsoft-8200-intelligence-surveillance-cloud-azure/.

2 7amleh, Intensification of Surveillance in East Jerusalem Since October 2023 (7amleh — The Arab Center for the Advancement of Social
Media, 2024), https://7amleh.org/post/surveillance-and-digital-rights-violations-in-east-jerusalem-en; Sophia Goodfriend, The Expansion of
Digital Surveillance in Jerusalem and Impact on Palestinians Rights (7amleh — The Arab Center for the Advancement of Social Media, 2021),
https://7amleh.org/storage/Digital%20Surveillance%20Jerusalem_7.11.pdf; 7amleh, Facial Recognition Technology and Palestinian Digital
Rights (7amleh — The Arab Center for the Advancement of Social Media, 2020), https://7amleh.org/post/facial-recognition-technology-and-
palestinian-digital-rights.

3 Amnesty International, Amnesty International and More than 170 Organisations Call for a Ban on Biometric Surveillance, 7 June 2021,
https://www.amnesty.org/en/latest/press-release/2021/06 /amnesty-international-and-more-than-170-organisations-call-for-a-ban-on-
biometric-surveillance/.

4 Eyad Barghuthy and Alison Carmel, Silenced Networks: The Chilling Effect among Palestinian Youth in Social Media (7amleh — The Arab
Center for the Advancement of Social Media, 2019), https://7amleh.org/post/silenced-net-the-chilling-effect-among-palestinian-youth-in-
social-media; 7amleh, A3-Sabab al-FilisOyniyn Wa-Lmu3arka As-Syasya Oabra Sabakat at-Ttawalul a-LOijtimaly 4S;Léwllg ¢usisdnelall Gl
weleizdl Juolgill &l e dewliwd! [Palestinian Youth and Political Participation via Social Media Networks] (7amleh — The Arab Center for
the Advancement of Social Media, 2019), https://7arnIeh.or,q/WD—content/uDIoads/2019/10/—1&1A>—&>Ug1u|.pdf.

5 Daniel Leufer, ‘Sonic Surveillance: Why You Don’t Want Al Snooping on You, Access Now, 23 September 2025, https://www.accessnow.org/

ai-snooping/.
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detecting gunfires® or measuring urban noise pollution.” The report also
understands “digital surveillance” as a broad category that includes tracking
online behavior, but does not necessarily focus on the tracking of spoken
communications.

More specifically, this report focuses on voice surveillance: the monitoring,
interception, and analysis of voice communications, including cellular-based
phone calls, which are traditional mobile-network calls tied to phone
numbers, and voice over IP (VolP) communications such as messaging-app
calls and voice notes, which are transmitted over the internet and tied to
app accounts rather than numbers. The report also covers the associated
metadata that provides context to the voices—when they were spoken, by
whom, where, and through which devices.

This report also focuses on Palestinians in the occupied territories: the
West Bank, East Jerusalem, and Gaza. Palestinian refugees in the diaspora
or refugee camps and Palestinian citizens of Israel fall outside this report’s
scope, though extensive scholarship (in the work of Ahmad H. Sa'di® Elia
Zureik,® and others®) addresses the latter context.

Investigating surveillance technologies in Palestine requires working against
deep institutional secrecy, as information about Israeli surveillance and
military operations is extremely difficult to access. This report, nonethe-
less, aims to gather the limited knowledge that is currently publicly available
from public sources, media reporting, and civil society documentation, pre-
dominantly in the English and Arabic languages.

Given the opacity surrounding surveillance infrastructures, the report’s
approach follows the tradition of what epistemologists describe as ‘scav-
enging as a methodology: piecing together fragments when full empirical
evidence is not available. Scavenging as a methodological stance is thus “an
adaptive response to scarcity, ! one that invokes resourcefulness in the face
of withheld or denied information.12

This report does not claim to present the full picture of Israel’s voice-surveil-
lance architecture. Instead, it offers a partial but critical reconstruction that
assembles the puzzle pieces that can be accessed, and that, when placed
together, are enough to show how an entire population’s spoken words are
mined by one of the most pervasive mass surveillance systems in the world.


https://sls.eff.org/technologies/gunshot-detection
https://www.theguardian.com/us-news/2023/oct/04/new-york-noise-cameras
https://doi.org/10.4324/9780203845967
https://doi.org/10.4324/9780203845967
https://doi.org/10.1177/01417789231222606
https://doi.org/10.1177/01417789231222606
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1. BACKGROUND AND CONTEXT

1.1. HISTORICAL AND ANALYTICAL GROUNDING

Israel’s voice surveillance apparatus cannot be understood in isolation from
its historical context and the broader ecosystem of surveillance technolo-
gies that constitute the occupation. This historical and analytical grounding
reveals how voice surveillance functions not as an isolated technological
program, but as an integral component of a comprehensive system of pop-
ulation control.

The historical roots and continuity of Israeli surveillance

Surveillance in Palestine did not begin with the digital age, nor even with
the establishment of Israel. In the words of scholar Helga Tawil-Souri,
“Zionism was born as a surveillance regime*® The roots of Israeli surveil-
lance stretch back to the pre-1948 period, when Zionist militias developed
espionage services as auxiliaries to the British police and army, penetrated
communication networks, and experimented with wireless interception and
cryptography. What would later be formalized as ‘Signals Intelligence’'—
wiretapping, encryption, decryption, and electronic monitoring—was already
embedded in the political project that preceded the formation of Israel**

Building on these early collaborations with the British Mandate, Zionist
groups systematically collected intelligence on land, population, and social
networks. As Tawil-Souri notes, they “learned and benefited from the British
Mandate authorities’ hordes of documents that detailed and quantified
myriad aspects of daily life in Palestine,” including tax lists, land surveys,
and cadastral maps.® One such group, the Shai, conducted the massive
“Operation Arab Village,” gathering extensive data on villagers, resources,
infrastructure, weapons, and even fighters during the 1936-1939 Revolt .2
This early emphasis on surveillance laid the groundwork for Israel's
post-1948 security architecture. For instance, present-day entities like the
Shin Bet, Israel's domestic security service overseen by the Prime Minister,
evolved directly from these pre-state information-gathering networks,*”
institutionalizing a regime that is not confined to specific targets but is
instead expansive and population-wide.

The panoply of surveillance

Importantly, these pre-1948 techniques demonstrate remarkable persis-
tence until today. Israel’s current surveillance system still leverages traditional
tactics that include “a police force, intelligence agents, informants, spies,
infiltrators, collaborators, imprisonment, torture and interrogation methods,

13 Mohammed R. Mhawish, ‘Watched, Tracked, and Targeted’, New York Magazine, 3 December 2025, https://nymag.com/intelligencer
article/watched-tracked-targeted-israel-surveillance-gaza.html.

14 Helga Tawil-Souri, ‘Israel’s Telecommunications Lines and Digital Surveillance Routes’, in Decolonizing the Study of Palestine: Indigenous
Perspectives and Settler Colonialism after Elia Zureik, ed. Ahmad H. Sa’di and Nur Masalha (1.B. Tauris, 2023), 214-15.

15 Helga Tawil-Souri, ‘Surveillance Sublime: The Security State in Jerusalem’, Jerusalem Quarterly, no. 68 (December 2016): 58, https://doi.
org/10.70190/jq.168.p56.

16 Tawil-Souri, ‘Surveillance Sublime’, 58.

17 Tawil-Souri, ‘Surveillance Sublime’, 58.
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observation from a distance and direct observation, differentiated infra-
structure, territorial mapping, land surveys and registration, urban planning,
architecture, watch towers, population registration, censuses, identification
papers, and slightly newer low-tech tools such as postal interception, wire-
tapping, and x-ray machines®® And even though lIsrael has increasingly
adopted new surveillance technologies—"such as drones, remote controlled
robots, biometric data collection, and computer viruses’—those tools “do
not displace low-tech ones, but supplement them,*® demonstrating that
surveillance in Israel is not simply a product of the advent of digital technol-
ogies, but a long-standing, hybrid, and all-encompassing regime.

A substantial body of scholarship documents Israel’'s panoply of surveillance.
As the late Elia Zureik notes, surveillance in Israel “extends from the use of
methods such as the electronic recording of information through telephone
tapping and intercepting electronic messaging.®® Adding to telecommuni-
cations interception and surveillance are biometric and facial recognition
systems, physical infrastructure surveillance embedded in checkpoints and
urban spaces, drones, digital content monitoring of social media and other
online activity, movement and ID control, human informant and collaborator
networks,and more.?*

Voice surveillance, despite being the sole focus of this report, must be
understood as one component within an interconnected surveillance
ecosystem. Voice surveillance does not operate in isolation but amplifies
and is amplified by other surveillance methods. For example, intercepted
voice communications may provide information that enables more targeted
social media monitoring, while data from facial recognition systems can be
cross-referenced with voiceprints to create more comprehensive biometric
profiles. This interconnectedness creates a regime where multiple methods
reinforce each other to achieve complete population control and resistance
suppression, embedding surveillance to the very fabric of the occupation
itself.

The massive repository of stored spoken audio collected from Palestinians is
only as valuable as Israel’s capacity to process and search the information it
contains. Whereas, in the 1990s, Israel relied on human experts to verify the
identity of individuals involved in a phone conversation,?? the sheer volume
of voice data amassed today suggests Israel's likely reliance on machine
learning and algorithmic tools, not just of speaker identification but more
broadly of “knowledge discovery in databases.”?


https://doi.org/10.4324/9780203845967
https://doi.org/10.4324/9780203845967
https://www.nbcnews.com/investigations/israel-long-history-targeted-killings-enemies-rcna171888

it is important to note that such technologies did not emerge suddenly nor
recently. According to sources cited by The Guardian, Unit 8200 has “for
almost a decade” deployed Al systems to analyze intercepted and stored
communications, using “smaller-scale machine learning models” in order “to
sort information into predefined categories, learn to recognise patterns and
makepredictions."?*

There is also precedent demonstrating Israel’s capacity for advanced voice
analysis. Although the exact tools were not named, surveillance scholars Elia
Zureik and David Lyon researchers noted the sweeping monitoring powers
granted to the Shin Bet and the police during the COVID-19 pandemic.?®
Similarly, researcher Avi Marciano commented on the militaristic framing
adopted by authorities, further quoting the Prime Minister who, during a
press conference, stated that the same digital tools used on Palestinians
were then being used on Israelis for tracking the spread of the virus.26 Civil
society organisations, including 7amleh, warned of the “monitoring and
tracking people 24 hours a day, 7 days a week’—including their calls—
legitimated "under the pretext of preventing the transmission and spread

of infection.”?”

Of particular interest is a form of analysis that enables the identification
of individuals based on their voice. In an article by Reuters reporting on
a Ministry of Defense-led COVID-19 voice-test study, samples from
patients’ voices were analyzed using machine-learning algorithms designed
to identify unique vocal markers and determine a “vocal fingerprint” for
remote diagnosis and monitoring. While unrelated to intelligence opera-
tions, the study illustrates that Israel possesses the technical capacity to
conduct large-scale, algorithmic voice analysis?® These precedents help
situate the current infrastructure for processing intercepted audio. They
provide important context for understanding the tools likely used by Israel
to analyze voice-surveillance data at scale.

The 1967 occupation ushered in a period where Israel's economy increas-
ingly shifted toward advanced communications technologies, while
Palestinians were denied meaningful development of their telecommu-
nications infrastructure, and lived under “a strict military regime limiting
most forms of communication from newspapers to fax machines.?® By the
1990s, Israel continued to invest heavily in its own telecommunications and
surveillance architecture, while Palestinian areas remained infrastructurally


https://www.theguardian.com/world/2025/mar/06/israel-military-ai-surveillance
https://doi.org/10.24908/ss.v19i1.14543
https://www.apc.org/en/news/7amleh-netanyahu-imposes-dangerous-big-brother-surveillance-under-pretext-security-response
https://www.reuters.com/article/world/israeli-defense-ministry-launches-covid-19-voice-test-study-idUSKBN21B2YU/
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underdeveloped and easily monitored.3® As Tawil-Souri articulated, Palestin-
ians were, in effect, “telecommunicatively contained.!

The 1993 Oslo Accords period did little to reverse these conditions. At
the time, fewer than 2% of Palestinian households had fixed phone lines,
contrasting with nearly 75% of Israeli households. The infrastructure trans-
ferred to the Palestinian Authority was degraded, and Paltel—established
in 1995 to manage telecommunications—struggled to meet demand due
to structural constraints such as not having control over the infrastructure,
the need for said infrastructure to maintain compatibility with the Israeli
framework, and the requirement that equipment acquisitions “be pre-ap-
proved by Israel and in certain cases brought from Israeli suppliers.? These
dependencies obstruct the ability for the Palestinian information and com-
munication technology (ICT) to achieve self-sufficiency. As the Palestinian
policy network Al-Shabaka noted, Israel's “severe restrictions on the Pales-
tinian sector” have increased dependence on Israeli systems and undermined
Palestiniansovereignty.3?

This history forms the backbone of what Helga Tawil-Souri terms “digital
occupation,” describing the enclosures delineated by Israel's limitations
and restrictions of “bandwidth; the placement, number, and strength of
Internet routers or telephone exchanges; the range of cellular signals; and
the equipment used.* Experts agree that any actor with the power to “cut
off individual users, specific communication services, or entire communi-
ties,” from digital ecosystems wields significant gatekeeping power3® For
Palestinians, that actor is Israel. Since October 2023, internet and telecom-
munications infrastructure in Gaza—including cell towers, cables, servers,
and the offices of both Palestinian telecommunications companies—has
been deliberately targeted. These attacks, coupled with Israel's ongoing
ability to control Palestinian digital infrastructure, caused an unprecedented
internet blackout, cutting Gaza's connectivity by over 80%.3¢ In the face of
this large-scale destruction, it becomes evident that Israel-imposed infra-
structural scarcity, dependency, and vulnerability persist to this day.

Digital occupation is not merely a descriptive term for Israel’s control over
telecommunications infrastructure; it is intrinsically tied to voice surveil-
lance. Older, deliberately limited systems are easier “to limit, control and
surveil, whether in terms of eavesdropping, detecting and monitoring data
traffic, or the ability to shut it down.”3” Equipment that must pass through
Israeli customs or be purchased from Israeli providers may be modified or


https://www.aljazeera.com/opinions/2011/11/9/hacking-palestine-a-digital-occupation
https://www.aljazeera.com/opinions/2011/11/9/hacking-palestine-a-digital-occupation
https://doi.org/10.1525/jps.2012.XLI.2.27
https://doi.org/10.1525/jps.2012.XLI.2.27
https://doi.org/10.17645/mac.v11i2.6464

retrofitted to facilitate surveillance3® Because Palestinian networks are
dependent on and ultimately routed through Israeli infrastructure, Israel
retains the possibility “of tracking, capturing and recording all voice and data
traffic, uses and patterns.® Israel's global position in sensor engineering,
encryption, and signal processing is inseparable from the infrastructures of
digital domination it built through occupation.*

Researchers Nadera Shalhoub-Kevorkian and Abeer Otman show how Israeli
surveillance has moved from overt intelligence-gathering to a particular
form of monitoring that “is used by the Israeli state to infiltrate and control
the daily lives of Palestinians and [their] most intimate aspects—the family
and home.* Palestinians scholars speak to the everydayness*? and quo-
tidianness*® of carceral technologies of surveillance, in that they allow for
“the intrusion into homes and communications.”** Voice surveillance, which
captures conversations between family members and loved ones in their
homes and communities, is one of the clearest encroachments into these
relational spaces.

The pervasive nature of voice surveillance has intimate reverberations inside
Palestinians’ private lives and communities. Veteran Israeli soldiers have
described widespread monitoring of private or intimate conversations, with
seemingly “no limits as to what soldiers do with the conversations they
have intercepted.”®® He went on to add that “soldiers save the conversations
and send them to their friends,” signaling that privacy is trivialized amongst
those who have access to voice-surveillance data. This is in line with the
voice-surveillance project as a whole: in a carceral system of total population
control, privacy is not only effectively impossible, but not incompatible with
the need for knowability of Palestinians under occupation.


https://doi.org/10.1017/CBO9781316159927
https://doi.org/10.1016/S0140-6736(12)61280-X
https://www.middleeasteye.net/news/israel-can-monitor-every-telephone-call-west-bank-and-gaza-intelligence-source
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1.2. ACTORS INVOLVED IN VOICE SURVEILLANCE

Building on the historical and analytical foundations above, it is crucial to
identify the actors who collectively shape the voice-surveillance regime in
Palestine, shown at a glance in the graphic below. They span state agencies,
private Israeli firms, multinational technology companies, and Palestinian
telecommunications providers operating under Israeli control.

SARAH FATHALLAH

Israeli government and military

At the very core of the voice-surveillance architecture is Unit 8200, the
Israeli army’s signals intelligence unit and the largest unit in the Israeli
military.*¢ Unit 8200 is the primary actor surveilling Palestinian voice com-
munications, intercepting and recording their calls, storing their audio files,
and processing and analyzing their data, with the technical help and tools
of private companies.

46 Privacy International, The Global Surveillance Industry (2016), 23, https://privacyinternational.org/sites/default/files/2017-12 /global

surveillance_0.pdf.
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Its work is complemented by the Shin Bet, who holds legal authority to
access telecommunications data from Israeli telecommunications compa-
nies,*” and is one of the main recipients of voice data, making it another
central actor in the voice-surveillance apparatus.

Another critical actor is the Israeli Ministry of Communications, which
directly controls the Palestinian ICT infrastructure. Under its management
is the entire cellular spectrum, and “it is Israel's Communication Ministry
that determines how much bandwidth” is allowed*® Additionally, Pales-
tinians who need to acquire ICT equipment “are required to get approval
from the Israeli Ministry of Communications for each shipment they have,*®
and the Palestinian network must be integrated with the Israeli network,
ensuring that it “is compatible with the standards adopted and applied in
Israel by the Ministry of Communications.*®

Israel’s private surveillance sector is so expansive that the country is now
the most densely concentrated per capita in the world in numbers of sur-
veillance companies®* forming a large-scale data extractive economy.2
Israel's military surveillance capacity is strengthened by this private tech
industry, thanks to a strong “coordination between the Defense Ministry
and [...] civilian companies.®® A key manifestation of this collaboration is
“The Studio,” a hub within Unit 8200. According to news reporting, many
Al-based surveillance tools were developed there by linking active-du-
ty soldiers with reservists employed at tech companies, who contributed
“know-how and access to key technologies that weren't available in the mil-
itary.>*

A 2016 report from Privacy International taking stock of the state of sur-
veillance globally, including a case study specific to Israel, enumerated at
least one actor in audio surveillance, 15 actors in phone monitoring, and
more than a dozen others in other technologies that could be relevant to
a voice-surveillance apparatus such as internet monitoring and intrusion
(the installation of spyware into communication devices).*® Known Israeli
companies that actively market their voice surveillance, biometrics and
related analytics technologies include Corsound Al, Cognyte, MultiKol,
Nemesysco, NiCE, PerSay, Verint, as well as spyware companies like Candiru,
Cellebrite, Cytrox, and Paragon.


https://euromedmonitor.org/en/article/5437/Israeli-telecom-companies-must-adhere-to-UN-principles,-stop-fully-cooperating-with-security-agencies
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Foreign tech companies

Multinational firms—such as Microsoft and Amazon—play essential roles by
providing cloud storage and artificial intelligence (Al) services through large
government contracts like Project Nimbus.®® Tech giants also have subsidiaries,
research and development centers, and server infrastructures in Israel,*” which
have also proven to be essential in the technical and operational architecture of
Israel's voice-surveillance project.

Palestinian telecommunications providers

Finally, Palestinian telecom companies—Jawwal and Qoredoo Palestine—
function within a system of Israeli control over spectrum, infrastructure, and
equipment imports. As discussed previously, this dependency enables Israeli
authorities to monitor, filter, and intercept Palestinian cellular network-based
voice communications. It is worth noting that this dependency is in direct
violation of the Oslo accords,”*® which calls for refraining “from any action that
interferes with the communication and broadcasting systems and infrastruc-
tures of the other side™®

1.3. FOLLOWING THE (VOICE-SURVEILLANCE) DATA

Having mapped the actors involved, the next step to understanding Israel's
voice-surveillance apparatus requires following the movement of voice data, from
capture to usage. This approach draws on a framework outlined by researchers
Sofie Flensburg and Signe Sophus Lai, which proposes that, just as investiga-
tions of power structures and business systems often ‘follow the money, studies
of digital political economies should ‘follow the data’®® Doing so reveals how
collaborations and interdependencies are exercised, maintained, and amplified
in data infrastructures, throughout access networks, backbone systems, applica-
tions, and data services.%*

Applying this lens to Palestine allows us to trace how voice communications
move from ordinary conversations into the hands of a web of surveillance actors,
the relationships between which are visually represented in the map below, and
investigated in more detail in the following sections.

56 Al Jazeera, ‘What Is Project Nimbus, and Why Are Google Workers Protesting Israel Deal?’, Al Jazeera, 23 April 2024, https://www.aljazeera.
com/news/2024/4/23 /what-is-project-nimbus-and-why-are-google-workers-protesting-israel-deal.

57 Investigate, ‘Amazon.Com Inc., The American Friends Service Committee, 7 August 2024, https://investigate.info/company/amazon; Investigate,
‘Microsoft Corp., The American Friends Service Committee, 29 January 2025, https://investigate.info/company/microsoft.

58 Danny O’Brien and Jillian C. York, ‘A Slow Boat to Fast Data: Why Is Palestine Still Waiting for 3G?’, Electronic Frontier Foundation, 11 November
2015, https://www.eff.org/deeplinks/2015/11 /palestine-3g.

59 Oslo Accords, Annex llI, Concerning Civil Affairs, Israeli Palestinian Interim Agreement on The West Bank and the Gaza Strip (Oslo II) (1995),
35-36, https://www.peaceagreements.org/media/documents/ag985_56017411a3c68.pdf.

60 Flensburg and Lai, ‘Follow the Data! A Strategy for Tracing Infrastructural Power’, 319.
61 Flensburg and Lai, ‘Follow the Data! A Strategy for Tracing Infrastructural Power’, 319-20.
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Following the voice-surveillance data, this report is structured along four
steps: the interception of communications and voice data capture (Section
2), the storage and retention of voice-surveillance data (Section 3), the
processing and analysis of voice-surveillance data (Section 4), and the appli-
cations for voice-surveillance data (Section 5). While presented sequentially,
these steps are part of a continuous and iterative process, paradigmatic of
data infrastructures.

2. INTERCEPTION AND CAPTURE OF VOICE DATA

2.1. PALESTINIANS UNDER VOICE SURVEILLANCE

What began as targeted monitoring of select individuals has expanded into
a population-wide voice-surveillance regime. This section describes the
current scope of voice surveillance in Palestine, the groups it singles out for
closer scrutiny, and its expanding geographic reach.

Mass surveillance of every Palestinian

Israeli voice surveillance of Palestinians today operates at a mass scale,
targeting everyone. Journalist Lubna Masarwa in Middle East Eye reported
in 2021 that “Israel can listen to any conversation in the West Bank and the
Gaza Strip,"®? elaborating that, “[a]t any given time, hundreds of soldiers are
listening to the conversations being conducted.”®® While this article was new
to a more English-speaking (and international) readership, years prior in
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2014, Waiji Al-Jaafari in Ma'an News Agency referenced Palestinian officials
who reported that Israel monitors all means of communication in Palestine,
including through mobile phones and landlines® For instance, Suleiman
al-Zuhairi, Undersecretary of the Ministry of Communications and Informa-
tion Technology, spoke about Unit 8200's apparatus of electronic espionage
used for intercepting, among other things, telephone calls ®

This ability to surveil every Palestinian, rather than select targets, is enabled
by increased access to cloud storage and cloud computing usage. As part
of a 2025 investigation of Israel's “ambitious project to store a giant trove
of Palestinians’ phone calls on Microsoft servers in Europe,” The Guardian
called this surveillance system “indiscriminate,” allowing “intelligence officers
to play back the content of cellular calls made by Palestinians, capturing the
conversations of a much larger pool of ordinary civilians®® Whereas, before
these partnerships with cloud computing giants, the Israeli military was only
able to store “the calls of tens of thousands of Palestinians” that were pre-
determined as surveillance targets, and did so on its own internal servers.®”
With access to cloud storage, the Israeli military no longer needed to limit
itself to who should be targeted for surveillance.®

That said, within the broader Palestinian population, the same 2021 Middle
East Eye article named two categories of individuals as being of particular
interest to Israel’s military and internal security agencies. These include: (1)
Palestinians who are politically active, and (2) individuals whose personal
circumstances make them vulnerable to blackmail. These groups of interest
build on long-standing precedents. More than a decade ago, veterans of
Unit 8200 acknowledged monitoring Palestinian civilians in order to gather
sensitive personal information for potential leverage, and also “admitted to
tracking political activists."®®

When it comes to the former group, a human rights lawyer described how
the Shin Bet is “particularly bothered by nonviolent activists, because such
people can lead a popular movement and generate widespread protest.”®
In his view, “what worries them most is civil society organisations, because
they could lead to the end of the occupation and they garner sympathy in
the international community.”* Surveilling politically active Palestinians is
central to Israel’'s resistance suppression aims.
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As for the latter group, whom an Israeli army veteran called “pressure points,’
it includes people whom or whose family members—for their sexual orien-
tation, illnesses, indebtedness, or other circumstances—are forced by the
Shin Bet “to collaborate or reveal things about other people,” as a practice
of control and intimidation.”?

Geographic focus and expansion

Geographically speaking, voice surveillance initially focused on the Palestin-
ian population of the West Bank. In recent years, the system expanded to
cover Gaza as well.”® After October 2023, an intelligence officer explained
to +972 Magazine that “internal enthusiasm for storing mass surveillance
data from Gaza on the cloud-based system increased,” stating that the
goal was to head “toward long-term control there, like in the West Bank.7#
However, sources expressed to The Guardian their concerns about how this
voice-surveillance project might be impacted by the destruction of the tele-
communications infrastructure in Gaza,”® which “has reduced the volume of
phone calls in the territory.””®

The expansion from targeted to population-wide voice surveillance, its geo-
graphic extension from the West Bank to include Gaza as well, and the
vastly increased collection capacity afforded by cloud infrastructure raise
critical questions about what forms of data are being captured.

2.2. DATA CAPTURED

Audio recordings of conversations

Available reporting indicates that the system archives recordings of calls
made daily by Palestinians, in the form of audio files—not just textual data,””
archiving “millions of mobile phone calls made each day by Palestinians in
Gaza and the West Bank.”® These intercepted audio recordings constitute
the core of the voice-surveillance repository.

Corresponding metadata

In addition to audio files, the system collects the corresponding metadata
linked to each call. While audio files reveal what is being said, metadata
gives information about phone call participants, time, as well as contacts
and location.”®
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Voice-surveillance metadata extracted alongside phone calls most likely
include the time and duration of the call, the date and time stamps, the
source and destination of the call, the participants in the call, the owner
of the device or SIM card associated with the call, and more. As described
in one report in The Guardian, “intercepted phone calls tied to a person’s
profile [..] include the time the person called and the names and numbers

of those on the call."®°

Even though metadata provides mainly contextual information around the
voice conversation, a lot can be surmised from it about the content of the
conversation as well. Lawyer Usama Halabi illustrates this point through an
example, stating that, for instance, if the metadata reveals “that a journalist
called a certain source, it may be possible to ascertain to a significant degree
the content of the call from the mere fact that it was made.”®

Reports that surfaced in 2024 hypothesized that the data captured by
the voice-surveillance regime may extend beyond traditional telecom
calls to include information associated with WhatsApp communications.®2
Observers have raised the possibility that Israel is collecting \WWhatsApp-re-
lated data, though it remains unclear whether this includes only metadata
or also the content of communications such as voice notes and in-app
call recordings. If accurate, these reports would suggest an even broader
sweep of captured data, encompassing both telecom network activity and
app-based voice exchanges.

Israel's voice surveillance of Palestinians relies on multiple interception
methods that draw on both direct access to telecommunications infrastruc-
ture and the compromise of individual devices. Two mechanisms—bugging
phones and monitoring ICT networks serving the occupied territories—are
well documented. A third, still unconfirmed, concerns the possible intercep-
tion of data from encrypted messaging applications such as WhatsApp.

One confirmed interception method for voice-surveillance data involves
the physical compromise of mobile phones entering Gaza. A former signals
intelligence member told Middle East Eye in 2021 that “[e]very mobile
or phone imported into Gaza through the Kerem Shalom crossing [...] is
implanted with an Israeli bug® The use of the term ‘implanted’ suggests a
hardware-based mechanism rather than software-based spyware, indicating
the insertion of an electronic component that can transform the phone into
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a listening device. This interpretation aligns with earlier statements from
former Minister of Communications Masshour Abu Daqgga, who noted in
2014 that Israel prevented the entry of devices—particularly some Chinese
equipment—that it found difficult to hack or eavesdrop on 2 further sub-
stantiating the use of hardware-based interception.

Phones can also be compromised through spyware, which can covertly
activate a device's microphone and access a broad range of data. One
of the most widely known examples is NSO Group (“NSQO")'s Pegasus
software. Human Rights Watch describes Pegasus as able to turn a phone
“into a portable surveillance tool by gaining access to the phone’s camera,
microphone, and text messages.”®® One instance of the use of Pegasus on
Palestinians was corroborated by technical research conducted in 2021
by Front Line Defenders® Their research was later independently peer
reviewed by the University of Toronto’s Citizen Lab and Amnesty Interna-
tional's Security Lab, who performed forensic analysis and concluded “that
the devices of six Palestinian human rights defenders were hacked with
NSQ'’s Pegasus spyware in 2020 and 2021.%

A second confirmed interception mechanism derives from Israel’s structural
control over Palestinian telecommunications networks, previously delineat-
ed in Section 1. As one source explained to Middle East Eye, “anyone using
the only two mobile networks serving the occupied territories [Jawwal and
Wataniya—now Qoredoo Palestine] is being monitored.®®

The Electronic Frontier Foundation noted in 2015 that Israel had restricted
Palestinian operators, locking them down to older generations of mobile
technology that is “more vulnerable to being tapped,” and blocking access to
newer systems that “are safer from passive surveillance,”®® enabling Israel to
“surveil and eavesdrop [...] on traffic coming over Israeli companies’ networks”
without being detected.®® Without this level of control, Israel would need to
resort to more active modes of surveillance, such as using spying technol-
ogy like IMSI (International Mobile Subscriber Identity) catchers. However,
unlike passive surveillance, active surveillance is more detectable.

A further, though still unresolved, question concerns whether Israel can
access communications conducted via WhatsApp, the contents of which
are presumably encrypted. Reports by +972 Magazine and Local Call, citing
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six Israeli intelligence officers, claim that conversations between Palestini-
ans on WhatsApp have been used to feed Israel's target-generation system,
Lavender. The reporting prompted questions from observers, including Tech
for Palestine founder Paul Biggar, who asked, “Where are they getting this
data? Is WhatsApp sharing it?"% On their end, a WhatsApp spokesperson
denied that the company provided a backdoor or “bulk information” to any
government, implying Israel as well.®2 Nonetheless, a 2024 press release
by civil society organization Sada Social Center admonished Meta for what
they considered to be a “leak of Palestinian data” that includes their com-
munications via WhatsApp.?*> However, some have suggested that Israel
might have obtained WhatsApp data through methods other than backdoor
access or a leak. Journalist Marc Owen Jones suggested Israel could gain
access to WhatsApp data through other means, such as through inform-
ants, hacking, or spyware.®* This is not a far-fetched hypothesis, seeing as,
in October 2025, a United States (U.S.) judge granted Meta an injunction
to stop NSO's spyware from targeting WhatsApp users, particularly jour-
nalists, lawyers, and human rights activists,®® an injunction NSO has since
sought to overturn.®® Additionally, other experts like activist Esra’a Al Shafei
posited that Israel may have access to “the metadata alone,” which, still,
would reveal group memberships, contact networks, and communication
patterns but not conversation content.®”

3. VOICE DATA STORAGE AND RETENTION

Israel's mass interception of Palestinian voice communications relies on a
layered storage architecture supported by major cloud providers and flexible
retention practices. Large volumes of audio recordings and associated
metadata are housed across Microsoft Azure and Amazon Web Services
(AWS) environments, seemingly both inside Israel and in data centers
abroad, reflecting the scale of surveillance and the military’s reliance on
commercial cloud infrastructure.

3.1. CLOUD STORAGE AND PROVIDERS

The scale and scope of Israel’s voice surveillance of Palestinians has made
reliance on commercial cloud providers essential. The volume of data—com-
prising billions of audio files and associated metadata—exceeds what could
reasonably be stored on military servers alone. As a result, much of the
intercepted voice data is hosted in the cloud, primarily through Microsoft
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Azure and AWS, with some data reportedly still retained on Israeli military
servers, though details about domestic storage remain limited.

Investigations in 2025 by The Guardian, +972 Magazine, and Local Call,
drawing on leaked Microsoft documents and interviews with nearly a dozen
sources from Microsoft and the Israeli military, revealed that Unit 8200
transferred recordings of Palestinian calls to a “customized and segregated
area within Microsoft’'s Azure cloud platform.®® This includes voice data
from the population of Gaza.®® The setup of this cloud environment was the
result of a close collaboration between Microsoft engineers and Unit 8200,
beginning as early as 2022, aiming to create a system “carefully tailored to
the unit's needs.’® Some Microsoft employees involved were themselves
former Unit 8200 members, a factor described by sources as making the
collaboration “much easier1®* This collaboration forms part of a broader,
privileged partnership between Microsoft and Israel, with the tech giant
being examined as having a “footprint in all major military infrastructures
inlsrael02

In addition to Microsoft, Amazon also provides cloud storage for Israeli
voice-surveillance data. Another investigation by +972 Magazine and Local
Call reported that AWS hosts data collected through the mass surveillance
of Gaza's population, including billions of audio files.1®? It is unclear whether
this storage is part of Project Nimbus—the $1.3 billion joint cloud and arti-
ficial intelligence contract signed by Google and Amazon with the Israeli
government and military in 2021—though it is known that the majority of
purchases from Amazon and Google are carried out through said contract.
Similarly to Microsoft, Amazon is, too, considered to have a close partner-
ship with Israel, providing “Israel's Military Intelligence Directorate with a
server farm which is used to store masses of intelligence information."1%*

Publicly available reports on Amazon’s role seems to indicate that its storing
of voice-surveillance data is more focused on the people of Gaza, as said
reports do not explicitly mention the West Bank or occupied East Jerusalem.
According to multiple sources, the AWS public cloud system allows the
Israeli military to have “endless storage” for holding intelligence on almost
‘everyone’ in Gaza.'% Although the system had been in use since the end of
2022, its operational role expanded significantly after October 2023.10¢
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Reliance on Big Tech’s cloud infrastructure

Israeli military sources acknowledge that the scale of its voice-surveillance
architecture necessitates reliance on Big Tech cloud providers, as it “is so
large that it cannot be stored on military servers alone 2 In the words of
the officer in charge of Israel's Digital Transformation Administration in a
2020 interview, “[t]he army can’t compete with the resources that the cloud
giants and the rest of the cloud providers invest in building their cloud, so
it's useless to even try and compete with them.2®® For this reason, Unit
8200 leadership concluded that Azure’s “near-limitless storage capacity”
was essential to store the communications of an entire population, and had
ambitions to expand this operation significantly—to the tune of “tenfold in

thecomingyears. %

3.2. LOCATION OF DATA CENTERS AND SERVERS

Recent reporting has shed light on the geographic distribution of the infra-
structure used to store Israel's voice-surveillance data on Palestinians. A
significant portion of this data—amounting to thousands of terabytes—
has been held outside Israel, primarily in Microsoft Azure data centers
located in Europe.

European data centers

According to a joint investigation by The Guardian, +972 Magazine, and
Local Call, “leaked Microsoft files suggest that a large proportion of the
unit's sensitive data may now be sitting in the company’s datacentres in
the Netherlands and Ireland.**® By July 2025, Microsoft's Azure facility—a
14-hectare data-center campus near Middenmeer in North Holland—was
reportedly hosting 11,500 terabytes of Israeli military data, described as
roughly 200 million hours of audio files!* In another report by the same
investigative team, the volume was cited as “as much as 8,000 terabytes
of data,**? reflecting some variation in publicly available estimates but still
highlighting the immense scale of the voice data stored.

Ireland served as an additional European hub, which is not surprising given
that it is home to Microsoft's European headquarters!?® Although exact
figures were not disclosed, reporting indicates that a “smaller proportion” of
the total data—relative to the volume held in the Netherlands—was stored
in Microsoft Azure servers there 1*#

107 Abraham, ““Order from Amazon”: How Tech Giants Are Storing Mass Data for Israel’s War".

108 Josh Mitnick, ‘Here’s How the Israeli Army Is Embracing Digital Transformation’, CIO, 8 February 2020.

109 Davies and Abraham, ““A Million Calls an Hour”: Israel Relying on Microsoft Cloud for Expansive Surveillance of Palestinians’.
110 Davies and Abraham, ““A Million Calls an Hour”: Israel Relying on Microsoft Cloud for Expansive Surveillance of Palestinians’.

111 Davies and Abraham, ““A Million Calls an Hour”: Israel Relying on Microsoft Cloud for Expansive Surveillance of Palestinians’.

SARAH FATHALLAH

112 Harry Davies and Yuval Abraham, ‘Microsoft Blocks Israel’s Use of Its Technology in Mass Surveillance of Palestinians’, The Guardian, 25
September 2025, https://www.theguardian.com/world/2025 /sep/25/microsoft-blocks-israels-use-of-its-technology-in-mass-surveillance-of-

palestinians.

113 Lisa O’Carroll, ‘Irish Authorities Asked to Investigate Microsoft over Alleged Unlawful Data Processing by IDF’, The Guardian, 4 December
2025, https://www.theguardian.com/technology/2025/dec/04/irish-authorities-asked-to-investigate-microsoft-over-alleged-unlawful-data-

processing-by-idf.

114 Davies and Abraham, ““A Million Calls an Hour”: Israel Relying on Microsoft Cloud for Expansive Surveillance of Palestinians’.

80


https://www.theguardian.com/world/2025/sep/25/microsoft-blocks-israels-use-of-its-technology-in-mass-surveillance-of-palestinians
https://www.theguardian.com/world/2025/sep/25/microsoft-blocks-israels-use-of-its-technology-in-mass-surveillance-of-palestinians
https://www.theguardian.com/technology/2025/dec/04/irish-authorities-asked-to-investigate-microsoft-over-alleged-unlawful-data-processing-by-idf
https://www.theguardian.com/technology/2025/dec/04/irish-authorities-asked-to-investigate-microsoft-over-alleged-unlawful-data-processing-by-idf

Following publication of the joint investigation detailing these arrangements,
Unit 8200 appears to have moved quickly to extract its voice-surveillance
archives from at least one European Union (EU) jurisdiction. According to
sources familiar with the transfer, the data was relocated “within days,” with
the move occurring in early August 2025. Intelligence officials suggested
that the data was likely being transferred to Amazon Web Services (AWS),
which was not confirmed by either Israel’s military nor Amazon 1

In contrast to the details emerging from reporting on European infrastruc-
ture, the location and scale of servers inside Israel remain far less visible.
Prior to its migration to the cloud, Unit 8200 stored only the calls of those
pre-designated as surveillance ‘suspects’ on its own internal servers 11 Even
before the decision to shift storage from Microsoft's servers in the Neth-
erlands, Unit 8200 allegedly planned to migrate as much as 70% of its
voice-surveillance data to Azure' suggesting that at least some of the
voice data repository would remain under the unit’s storage infrastructure.

It is unclear whether this residual data resides on the military’s own servers
or in facilities operated within Israel by Microsoft and Amazon. Both
companies have expanded their data center infrastructure in the past several
years, with Microsoft launching a datacenter region in Israel in 20208 and
Amazon in 202311 Even so, public sources do not clarify where voice-sur-
veillance data is stored inside Israel.

Israel's retention of intercepted Palestinian voice data remains flexible
in practice. According to intelligence sources cited in recent investiga-
tions, recorded calls—including those made to international and Israeli
numbers—are “typically retained in the cloud for about one month” in the
case of Microsoft Azure.r?® However, these same sources emphasized that
the retention period can be extended on demand, enabling Unit 8200 to
preserve recordings for significantly longer periods “when needed.*® The
Azure-based storage and processing environment is designed to allow
officers to “play back and analyse the content of cellular calls of an entire
population.*?2 This means that intelligence officers can retroactively retrieve
the conversations of individuals who later become “of interest,” effective-
ly transforming a month-long retention policy into a selective long-term
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archive.®® No publicly available information exists on the retention periods
for voice-surveillance data stored in Amazon AWS.

4. VOICE DATA PROCESSING AND ANALYSIS

123 Davies and Abraham, ““A Million Calls an Hour”: Israel Relying on Microsoft Cloud for Expansive Surveillance of Palestinians’.

This section details the algorithmic tools likely used to process and analyze
voice-surveillance data, specifically to identify speakers, transcribe and
translate recorded audio, and analyze the contents of speech.

4.1. SPEAKER IDENTIFICATION

In simplified terms, Israel's ability to identify individuals participating in
intercepted calls is likely grounded in two broad methods of speaker iden-
tification: metadata-based inference and biometric voiceprinting. Both
approaches are not mutually exclusive.

Metadata-based inference

The first method relies on information obtained from telecommunications
metadata, particularly the SIM cards used to place or receive a call. By
linking the SIM ID to subscriber records, authorities can narrow the pool
of likely speakers to the card owner and their immediate family or social
network. Even when the speaker is not the registered owner, patterns in
their networks and contact lists may allow analysts to deduce who is using
the device at any given moment. This method was referenced in an AP
News article detailing that intercepted calls “tied to a person’s profile also
include the time the person called and the names and numbers of those on
thecall 2%

Biometric voiceprinting

The second method, voiceprinting, is a biometric technique that derives a
unique vocal signature from an individual's physiological characteristic (e.g.,
vocal tract shape, glottis, nasal cavity) and behavioural speech patterns (e.g.,
accent, pitch, speaking style). Researchers at the Palestine Polytechnic Uni-
versity note that voiceprinting has distinct advantages over other biometric
modalities, explaining that, a “voiceprint does not require special hardware
like a fingerprint sensor or iris-scanning equipment, it just requires a micro-
phone which is cheap and easy to get.*?®* Microphones, especially those
built in mobile phones, don't even need to be acquired by Israel.

Several recent commentaries—primarily opinion pieces—assert that Israel
is deploying voiceprinting at scale. Articles in Al Majalla by foreign-poli-
cy analyst Marco Mossad claim that the Israeli military created a “voice
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library,2%6 and tracked militants” calls “through their phones, listened to

their calls with relatives and family members, and then recorded each voice,
creating their unique voiceprints in databases,*?” allegedly enabling rapid
identification during eavesdropping operations. Similar assertions are made
in The Peninsula by cyber-politics researcher Khaled Walid Mahmoud, who
describes “massive voice libraries” used to match newly intercepted audio
against stored profiles and suggests that system accuracy increases as more
calls are captured!® Retired Major General Fayez al-Duwairi, in Al Jazeera,
further contended that Israel collected the voices of approximately 37,000
individuals at the outset of its recent military campaign in Gaza.'?®

Although these accounts provide a consistent narrative, they do not offer
verifiable sourcing. Earlier reporting, however, indicates that such capabil-
ities have been discussed within Palestinian media for over a decade. In
2013, Palestine Today cited security researcher Samir Mahmoud Qaddih
who described the use of voiceprints by Israel after tapping the phone calls
and tracing the full call histories of targeted individuals and their contacts 13
Al-Monitor (2014)%3! and Rai Al-Youm (2016) echoed these claims, with
the latter adding that device microphones could allegedly capture sound
even when phones were switched off,}32 something advanced spyware can
achieve by simulating a power-off state to deceive the user while the device
remains turned on and under malicious control 133

Unresolved questions about technology providers

On the one hand, speaker identification through metadata is likely done
by Israeli intelligence units, using data captured through the monitoring
of cellular networks, potentially in collaboration with the Israeli Ministry of
Communications. This hypothesis is an educated guess.

On the other hand, despite the recurring references to voiceprinting, publicly
available information does not clarify whether these systems are developed
in-house by the Israeli military, procured from domestic private contrac-
tors, or sourced from international vendors. Israel’'s private sector includes
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a plethora of companies with advanced audio-analysis capabilities, and Unit
8200 is known to incubate its own technologies. Thus, the provenance of
speaker-identification tools remains an open question.

4.2. SPEECH TRANSCRIPTION AND TRANSLATION

Israel's voice-surveillance system necessitates large-scale speech tran-
scription and translation. The first process, speech transcription, is
technically referred to as automatic speech recognition (ASR) or speech-
to-text (STT)—the two having subtle differences that are not of major
relevance for this report and are often used interchangeably. The second
process, speech translation, is distinct from speech transcription. However,
most available sources discuss them together, and for the purposes of this
report, they are therefore treated as a combined set of capabilities for con-
verting spoken Arabic into searchable, analyzable text.

From manual to automated transcription

Historically, intercepted conversations were transcribed manually. Former
soldiers have described how Jewish Israeli soldiers who studied Arabic were
tasked with listening to recorded calls and producing transcripts.* Their
work was reviewed by Druze soldiers or Jewish soldiers of Syrian descent, “for
whom Arabic is their mother tongue,*** as most military officers admitted
in testimonials that their level of Arabic is “basically zero.*3¢ Given, again,
the scale of voice-surveillance data being captured by Israel, the processes
of transcription and translation are now relying on automated systems.

Rationale for the integration of cloud-based transcription tools

The use of Microsoft Azure's models—along with those of other cloud
companies—is accompanied or is potentially supplanting Unit 8200's own
“smaller language models” capable of transcribing and translating spoken
Arabic to Hebrew.**” A +972 Magazine recalled internal discussions around
cloud migration, explaining that commanders emphasised the advantage of
leveraging built-in cloud services once their data is migrated to the cloud,
as the cloud service providers “also have their own STT [speech-to-text]
capabilities. These are good; they have many capabilities. Why develop
everything in the army unit if the capabilities already exist?"138

Experts of algorithmic supply chains explain how this is part of the modus
operandi of cloud providers. Such companies, as is the case for Microsoft,
offer their own pre-built Al technologies as a service “in areas such as
language, speech, [...] and analytics,” alongside their cloud storage capa-
bilities*3® Only a limited number of organizations “can produce bespoke
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state-of-the-art Al technologies in-house.**° This is because of significant
barriers to entry, including access to “large and relevant quantities of data,
potentially from multiple sources and labelled or moderated, relating to
many use-cases, contexts, and subjects” as well as “scarce expertise in model
training, testing and deployment, all with significant storage, compute, and
networking needs.**! As such, major companies like Microsoft and Amazon
offer cloud-based Al technologies to “strategically position themselves in

markets and supply chains of many kinds."42

For the voice data stored in AWS, publicly available information does not
confirm the use of its tools for transcription and translation. However, con-
sidering the abovementioned barriers to entry, it is quite possible that Unit
8200 uses Amazon Transcribe!*® and Amazon Translate* for the voice-sur-
veillance data it stores on AWS.

For the data stored by Microsoft, AP News revealed that Israel uses Azure
tools for the transcription and translation of “phone calls [...] and audio
messages’ stored in the company’s cloud.*® While the specific tools are
not enumerated in leaked documents reviewed by The Guardian, their report
also indicates “use by the Israeli military of Azure's “Al-powered transla-
tion and speech-to-text conversion tools,*#¢ with translation accounting for

“about half of the average monthly consumption.”*4”

These features match the description of Microsoft's Azure Speech, which,
according to its website, include speech-to-text, including the transcrip-
tion of pre-recorded audio files as well as the batch transcription of large
volumes of audio.}*® Other features of relevance comprise language identi-
fication, pronunciation assessment, and speech translation.*® Given these
capabilities—and the Israeli military’s substantial Al consumption through
Azure—there are reasonable grounds to conclude that Azure Speech
services are used to process the voice data hosted in the Azure cloud.
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While transcription and translation convert raw audio into searchable and
analyzable text, the next step in Israel's voice-surveillance infrastructure
likely involves the use of speech analytics, which news reporting suggests
to include keyword searching and content flagging, sentiment analysis, and
pattern recognition.

A foundational feature of speech analytics is keyword searching. This enables
the identification of relevant content within large amounts of intercepted
data. An intelligence officer, speaking to AP News, described using Azure
to quickly search for terms in transcripts of “conversations between two
people within a 50-page document.**® |n addition to Azure, +972 Magazine
reported that Unit 8200 uses its own smaller models to classify information
and conduct “efficient keyword searches” across voice-surveillance data.**!

Additionally, AP News also noted that Israeli military uses “to sift through
vast troves of intelligence, intercepted communications and surveillance to
find suspicious speech or behavior, %> though the exact tools used remain
unspecified. This type of flagging can be done via a number of different
techniques, but most likely involve automatically scanning text transcripts
of voice data for pre-determined terms.

This capability has been proven to be used previously for written text
messages in a system called “noisy message,” also developed by Unit 8200
after 2015 and still in use today.?>® This system “collects Palestinians’ text
messages and assigns each of them arating indicating their level of “danger.*>*
Sources told The Guardian that said rating is based on an automated scan
of all text messages between Palestinians in the West Bank in search of
words deemed to be suspicious.?®

Sentiment analysis enables the identification of emotional states or intent
within intercepted conversations. This can be conducted both on the
audio itself (by analysing vocal markers such as the volume of a voice or
the tightness of vocal cords) and on the transcribed text (via keyword
analysis and content assessment). While not confirming which of the two
approaches—if not both—is deployed, sources of The Guardian indicate
that sentiment models are used to “automatically analyse intercepted phone
conversations by identifying Palestinians expressing anger.**® These capa-
bilities may be powered by smaller language models developed by Unit 8200,
alongside or in addition to Azure's cloud-based tools, deployed “on-prem,’
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short for ‘on premise, which means on the unit's own servers, and in this
case in a segregated environment disconnected from the internet.?*’

Pattern recognition

There is some indication that Israel uses “a foundational model"**® that aims
to “take ‘everything that has ever been collected’ and detect ‘connections
and patterns which are difficult for a human to do alone.”**® Further details
on this model are not available, but it was reported that Israeli private sector
experts contributed to building it during their reserve duty.*®®

OpenAl’s language model through Microsoft Azure

It was reported that Israel's military has access to OpenAl's GPT-4 model
for the purposes of “analyzing billions of pieces of information, learning
from past cases, and responding to spoken and written instructions.6!
Documents reviewed by +972 Magazine revealed that the Israeli military
consumes substantial Al services from Azure, a quarter of that consump-
tion being for GPT-4.152 While a spokesperson for the company stated that
“OpenAl does not have a partnership with the [Israeli military], 63 Microsoft
began offering OpenAl's models as part of its Azure suite of offerings after
investing billions of dollars in the company. Indeed, as the +972 Magazine
reporting revealed, beginning in August 2023, the Israeli army “acquires
access through the Azure platform rather than directly from OpenAl™6*
(emphasis added). The fact that “OpenAl's commercial services can be
accessed only through Azure” exemplifies a broader algorithmic supply
chain trend where “Al-specific providers’ services can be accessed only [...]
that specific provider’s cloud, rather than through a competitor.®

The processes and technologies outlined above enable the large-scale iden-
tification, transcription, translation, processing, and analysis of voice data.
Once this information is processed, it can be leveraged for a variety of appli-
cations.

5. APPLICATIONS FOR VOICE DATA
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159
160
161
162
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165

Publicly available information indicates four primary applications for
processed and analyzed voice data: (1) direct reporting to military and intel-
ligence units; (2) integration with other databases through data fusion; (3)
use as training material for a large language model; and (4) use as input into
an automated target-generation system.
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A core application of processed voice data is the direct dissemination of
translated transcripts to operational units. As reported by Middle East Eye
in 2021, transcribed “texts are translated and sent to the army’s intelligence
units and to Shin Bet.*¢ More recent reporting corroborates this workflow:
commanders “can access raw intelligence translated into Hebrew.?®” In
practice, this means that intercepted voice conversations—once transcribed
and translated—provide raw intelligence distributed to Israeli military and
internal security agencies.

Public information about how voice-surveillance data is integrated with
other data remains limited, but available sources indicate that it forms part
of a broader set of databases. Yossi Sariel, former head of Unit 8200 and
chief architect of its Al strategy, supposedly “led a large-scale, well-funded
project that dramatically expanded Israel's surveillance of Palestinians and
integrated multiple intelligence databases.’®® While the exact databases
with which voice data is integrated are not specified, Sariel's writings
suggest cross-referencing of “visual information, cellular data, social media
connections, pictures, cellphone contacts,” and potentially more,*®® echoing
Elia Zureik's characterization of Israel's layers of mass surveillance data col-
lection°

Examples of such data fusion appear in recent reporting. AP News
mentioned that information gathered through mass surveillance “can then
be cross-checked with Israel’s in-house targeting systems and vice versa.*"
Azure-based tools reportedly “find people giving directions to one another,’
which can be cross-referenced with military geolocation systems to pinpoint
specific locations*”? This integration of voice data with geolocation may
shed light on an unnamed Al audio tool deployed by the Israeli military in
Gaza to locate resistance leaders, giving an approximate location for where
they were making phone calls "3
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Voice-surveillance data is also used as training material for a large language
model (LLM) being developed by Unit 8200. An investigation by The
Guardian revealed that the unit is building an LLM specifically to inquire
about the communications it intercepts from Palestinians. The amount of
training data required for such a model demonstrates the unit’s “large-scale
retention of the content of intercepted communications, ¥ potentially far
more than the supposed retention period of about a month.*”> The project
of building this LLM is supported by “The Studio,” linking Unit 8200 with
private-sector experts from companies such as Meta, Google, Microsoft,
and other firms,*"® whose assistance was specifically sought by the unit””

According to Ori Goshen, co-CEO of Israeli company Al21 Labs which
specializes in language models and, too, aided Unit 8200, LLMs are advan-
tageous due to “their ability to retrieve data scattered across multiple
sources. Rather than using ‘primitive search tools, officers could simply ‘ask
questions and get answers’ from a chatbot.”® The conversational chatbot
could be queried, for example, about “whether two people had ever met."*7®
Reporting suggests that while the development of this LLM began prior to
October 2023, it accelerated in late 2024 with additional private sector
support. It remains unclear whether the model has already been deployed 8!

The rationale for using voice-surveillance data for this LLM as opposed to
an existing model is straightforward. Spoken Palestinian Arabic—whether
from transcripts of calls or WhatsApp conversations—is scarcely available
online, especially “in the quantity needed to train such a model.*®2 Existing
commercial or open-source Arabic models are trained predominantly on
standard written Arabic, not the spoken dialects used by Palestinians on a
day-to-day basis. Unit 8200 therefore collected “all the [spoken Arabic] text
the unit has ever had” and consolidated it in a central repository to be used
asatrainingdataset 183

Sources told The Guardian that this dataset ultimately comprised roughly
100 billion words, covering Palestinian and Lebanese dialects. So even when
intercepted conversations had no value for strictly military intelligence
purposes, they were still valuable to Unit 8200 for the training and accuracy
of their model.
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A separate chatbot to Unit 8200’s LLLM was announced by Shin Bet in 2023,
and intended to be established on the agency’s own servers 8 However, it is
unknown whether this chatbot relied on voice-surveillance data as training
data.

5.4. INPUT DATA FOR MILITARY TARGET
GENERATION ALGORITHM

Finally, voice data is reportedly used as one input—alongside other data
sources—into automated target-generation systems, most prominently the
one known as Lavender!®® Lavender assigns individuals in Gaza a numerical
“risk score,” the threshold above which designates them as a human target. 18
But, as Human Rights Watch cautions, without access to Lavender it is
impossible to fully determine which data points contribute to these scores.*®”

Nevertheless, there are multiple news reports indicating that voice-surveil-
lance data feeds into target-generation algorithms like Lavender. According
to +972 Magazine, three intelligence sources stated that Unit 8200’s cloud-
based intelligence corpus—containing voice data—has been used over the
past two years to plan lethal airstrikes in Gaza.!®® The Guardian further
exposed that the “enormous repositories of phone calls” stored in Azure
were used to identify bombing targets 18°

In line with their writings on the quotidian violence of Israeli surveillance,
Shalhoub-Kevorkian and Otman articulate how systems like Lavender
“dehumanize and marginalize the surveilled” reducing human beings to
risk assessment scores rather than recognizing their humanity.*® Through
this lens, voice data becomes one more datapoint used to algorithmically
classify, rate, and select human targets !

6. LIMITATIONS OF ALGORITHMIC VOICE TECHNIQUES

Israel's voice-surveillance apparatus combines components—speech-to-
text tools, Al-powered translation, voice recognition, and large language
models—that are prone to errors and inaccuracies that can lead to the mis-
identification of people and the misinterpretation of speech. Their technical
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failures carry real-world consequences, including wrongful arrests and lethal
targeting.

Al-driven transcription and translation tools often misinterpret words or
context. For example, one reported error in Israel’s voice-surveillance system
involved the Arabic term for “payment” being mistranslated as a “the grip
on the launch tube for a rocket-propelled grenade,” nearly placing individ-
uals on target lists erroneously.?®> The chatbot developed by Unit 8200
too “had difficulty identifying modern slang and words transliterated from
English."1®3 This is far from an anomaly, as automatic speech recognition in
Arabic demonstrates subpar accuracy rates.*®* Dialectal and pronunciation
variations introduce additional complications!®® and aggravate misinterpre-
tations, as shown by a case where a Palestinian refugee was incorrectly
classified as Syrian based on his pronunciation of a single syllable.**® These
errors persist even when human review is supposedly involved. Ara-
bic-speaking officers may catch some mistakes,*®” but confirmation bias®®
and added work®®® mean errors can go uncorrected, or commanders may
want to bypass military language centers and linguistic experts entirely.2%°

Beyond translation, ‘hallucinations —algorithmic model outputs that are
generated without basis in the source material—pose further risks. If in
use by Unit 8200, OpenAl's translation model Whisper and other transcrip-
tion tools are known to fabricate text, including “adding racial commentary
and violent rhetoric."?°? Sources admit that “blind reliance on these tools” is
possible,2°2 raising the risk that decisions are influenced by information that
never actually existed.

Furthermore, voiceprinting technologies have high false-positive rates?%
and sentiment analysis that entails emotion recognition from one’s speech
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is widely decried as unreliable 2 reflecting both the technical limitations and

the dangers of misapplied biometric identification and emotion inference.

These limitations are exacerbated by the fact that some of these tools
operate as ‘black boxes, with limited visibility into how algorithmic systems
generate outputs or make recommendations, blocking the possibility
of tracing how conclusions are reached or correcting mistakes. However,
reducing error rates may not be of concern to Israel at all: Israeli sources
stated that “the most pressing issue is not necessarily the accuracy of these
models, but rather the vast scope of arrests they enable” For them, the
most important objective was to continuously grow the list of “suspects,?°°

regardless of accuracy.

7. IMPACTS ON PALESTINIANS

Israeli voice surveillance has profound effects on Palestinians, shaping
daily life through incrimination, criminalization, and deadly consequences.
These impacts remain inseparable from the broader militarized and carceral
context of the occupation.

Incrimination and arrests

Voice-surveillance data directly facilitates the arrests of Palestinians. The
increased scope of surveillance enabled by Unit 8200's large-scale voice
datasets have allowed commanders to compile expansive suspect lists
across Palestinian localities, expressly contributing to a greater number of
arrests.2® The number and frequency of arrests can be arbitrarily pre-de-
termined, and sometimes, “it’s just a division commander who wants 100
arrests per month in his area,” as one source disclosed?*” The low threshold
for suspicion—often vague or unsubstantiated—enables authorities to
justify detention, blackmail, or even targeted killings retroactively, using
voice data to legitimize their decisions. As one source told The Guardian,
“[wlhen they need to arrest someone and there isn't a good enough reason
to do so, that's where they find the excuse,” referring to the voice-surveil-
lance data stored in the cloud?®® The development of Unit 8200's large
language model is predicted to accelerate the incrimination and arrest of
Palestinians, worsening existing “figures showing that nearly 50 per cent of
adult Palestinians in the occupied territories have been arrested at one time

oranother, 2%

Chilling and criminalization of speech
The pervasive monitoring of Palestinians’ conversations creates a climate of
fear and self-censorship.2*® “Aware that what they say [...] may be observed


https://www.nyu.edu/about/news-publications/news/2023/december/alexa--am-i-happy--how-ai-emotion-recognition-falls-short.html
https://www.nyu.edu/about/news-publications/news/2023/december/alexa--am-i-happy--how-ai-emotion-recognition-falls-short.html

constantly,"?'* Palestinians refrain from political expression or avoid speaking
as freely as they might want to,?!2 anticipating that their conversations could
serve as incriminating or incitement material?*®* The sweeping incitement
laws put in place by Israel made way for incitement to become a common
charge and intimidate Palestinians into silence,?** including and especially
humanrightsdefenders 2

This chilling effect takes on particularly urgent dimensions in contexts
where communications can mean access to life-or-death information. As
one Gaza hospital administrator explained, the constant awareness of being
watched «twisted and narrowed his world» to the point where he «avoids
calling his brother <lest he ask whether any rockets were fired from the area
or whether the Israelis had arrived in the area, and those words be misread
or distorted by unseen listeners.»?¢ Voice surveillance thus not only chills
political expression, but prevents Palestinians from seeking life-saving
information about military movements, safety conditions, or humanitarian
access.

Voice surveillance can also be directly tied to lethal outcomes. If voice-sur-
veillance data is indeed being used as input in the Israeli military’s automated
target-generation systems, those consequences are even more catastroph-
ic.2'” One tragic example reported by the Los Angeles Times is the case
of Jumana, a mother who was killed in an Israeli airstrike along with her
4-day-old twins in Gaza, and whose family and colleagues suspected was
wrongly targeted using Al and phone data. A friend of the family said:
“There’s just no justification. None,” adding that “[t]he Israelis have all this
technology. They target with artificial intelligence, they strike based on
voiceprint, on phone signals. Couldn’t they verify? Why did they attack this
family?8

Together, incrimination, chilling of speech, and lethal targeting illustrate
the grave dangers and consequences of voice surveillance for Palestinians,
making it all the more urgent and critical to contest and resist this apparatus.
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8. POTENTIAL AVENUES FOR CONTESTATION

Various actors are entangled in the voice surveillance of Palestinians, com-
plicating accountability for its impacts on Palestinians, but also creating
multiple potential avenues for contestation. These leverage points also
emerge because the voice-surveillance ecosystem can be challenged by a
number of actors—employees, investors, foreign governments, civil society
organizations, and investigative journalists.

8.1. FRAGMENTED ACCOUNTABILITY

When looking at the voice-surveillance architecture as a whole, many actors
appear to operate in concert with one another. Core players in the voice-sur-
veillance supply chain include Israeli military and government units (such as
Unit 8200 and Shin Bet), Israeli private tech firms (such as Al21 Labs and
NSO), and cloud providers (such as Microsoft and Amazon). Helga Taw-
il-Souri discusses the importance of understanding relations of power in
digital infrastructures, as, in her opinion, tracing “digital surveillance routes”
allows one to realize how “Israel would emerge in spaces where it would

control, own and manage [those] nodes.*°

Data-driven supply chains are supply chains where “the flow of data between
actors links them together, [and] where several actors contribute towards
the production, deployment, use, and functionality of Al technologies.??°
What emerges from these orchestrations is what is known by technolo-
gists as ‘the problem of the many hands.?? This problem stems from the
fact that no one actor working in isolation is responsible for outcomes that
a group of multiple actors contribute towards in different ways. As such,
responsibility for these systems is distributed across a complex ecosystem
of actors, making it difficult “to pinpoint precisely where responsibility for
human rights violations lies,”??2 and thus creating significant fragmenting

accountability.

Secrecy and evasion further compound the challenge of fully compre-
hending the actors and the roles they play in the voice-surveillance supply
chain? |Israel's military units frequently decline to comment on their
affairs, while foreign tech companies, including Microsoft, have publicly
claimed ignorance of how their platforms were used—even when employees
of local subsidiaries indicate otherwise.22* Additionally, whereas some Israeli
firms forming part of this apparatus are known, as is the case for NSO
and AI21 Labs, it is quite possible—if not likely—that more companies
are involved. For instance, Israeli tech firm Comm-IT supported the Israeli
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military with migrating its data into the cloud platforms after Google and
Amazon established their data centers in Israel, but it's unclear if its role
relates to migrating voice-surveillance data specifically.??®> Other forms of
voice surveillance have also been reportedly developed by Israeli private
firms, including Toka, a company behind a tool that eavesdrops on drivers
through their car’'s microphone, but it is not clear if it is being deployed on
Palestinians. 2?6 In other words, there are probably other actors in the Israeli
private tech sector that could be a part of this voice-surveillance architec-
ture, though not all known to the public.

Nevertheless, even though many actors form part of this data-driven supply
chain, it is crucial to recognize that their arrangements are asymmetric.
Some actors, especially the Israeli military and cloud service providers,
hold more relative systemic importance, while others may complete more
peripheral tasks. Unit 8200—and the Israeli military writ large—occupies a
central position as the entity that builds in-house voice analysis tools and
models, enlists the support of other actors, acquires their technologies, as
well as shares or obtains voice data with and from them. But experts also
acknowledge that “major cloud providers who often control underlying tech-
nologies [hold] important positions across supply chains in many sectors.”
27 Jltimately, these “asymmetries of interdependence produce asymmetries
in power, 228 where major actors are systemically more important in bearing
the responsibility for a supply chain’s outcomes.??® Big Tech companies like
the direct providers previously mentioned in this report as well as those
investing in, acquiring, or otherwise supporting the Israeli firms involved in
Israel’s voice-surveillance architecture—for example, Nvidia, who is in talks
to acquire Al21 Labs®*°—have de facto more power in the supply chain.
When condemning the life-and-death impact of this voice-surveillance
supply chain, it is important to keep in mind who has more relative respon-
sibility and power.

Employees within technology companies may hold some degree of influence
over whether their employers’ technologies are developed, maintained, and
sold. Employee-led activism has proven pivotal in Microsoft's case. The
worker-led campaign group No Azure for Apartheid organized a series of
protests at the company’'s U.S. headquarters and offices, demanding an
end to contracts supporting the Israeli military.23* Employees’ knowledge of
internal operations also comes into play when whistleblowers and internal
sources share insider information to journalists for further public knowledge
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and scrutiny, for instance disclosing how Unit 8200 used Azure services to
storevoice-surveillancedata.?3?

Investors wield financial and governance leverage in the companies whose
shares they hold, often through formal proposals or direct engagement with
corporate leadership. In July 2025, at least 60 Microsoft investors—collec-
tively representing over $80 million in shares—filed a proposal requesting
a comprehensive assessment of the company’'s human rights due diligence
processes, “in the face of serious allegations of complicity in genocide
and other international crimes.”?3* Specifically, investors requested that
Microsoft assess how its Al and cloud technologies are being misused by
military clients “to commit human rights abuses or violations of internation-
al humanitarian law,?3* after investigations revealed the company’s role in
storing troves of Palestinian voice-surveillance data.

In December 2025, Norway's $2.1 trillion sovereign wealth fund—the
world’s largest and a major Microsoft shareholder—announced that it would
support a shareholder vote requiring Microsoft to report on human rights
risks in countries with significant concerns. Though not explicitly naming
Israel, the proposal demanded transparency regarding how Microsoft iden-
tifies human rights dangers posed by its products and evaluates whether
its internal controls effectively prevent abuses.?® A few days later at Micro-
soft’'s annual shareholder meeting, these human rights proposals gained
significant traction, securing support from more than a quarter of voting

shares23¢

NGOs, advocacy groups, and grassroots activists provide critical public
oversight. Their strategies include campaigns, petitions, protests, and
media engagement. For example, an activist group, Geef Tegengas
(Push Back), staged demonstrations on the rooftops of Microsoft
data centers in the Netherlands, urging employees to withhold

their labor and “lay down their work until all Israeli intelligence has
been removed from the servers’237 in response to news that Unit
8200 was using Azure's cloud platform, notably the data centers

in the Netherlands, to store intercepted Palestinian voice data.
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Investigative journalists

Independent investigative journalism plays a significant role in revealing
abuses. Microsoft only conducted investigations—the first in May 2025238
and the second in September of the same year?**—into its relationship with
Unit 8200 and the harm it causes to Palestinians after The Guardian, +972
Magazine, and other outlets published reports detailing how Azure was
used to store and process Palestinian voice data. Investigative journalism
not only triggers corporate responses but also informs the public. In fact,
much of the information that this report presents on the voice-surveillance
architecture deployed by Israel relies on journalistic exposés.

Foreign governments and international bodies

National governments and international bodies have the potential to apply
leverage to actors in the voice-surveillance apparatus through trade policy,
sanctions, or legal actions. European states, for example, debated measures
to prevent the use of EU data centers for hosting voice-surveillance data,
while the UN Special Rapporteur has raised the potential for corporate com-
plicity in international crimes, which could be grounds for investigations and
prosecutions by the International Criminal Court and national judiciaries.24°

8.3. DEMANDS AND POTENTIAL COURSES OF ACTION

Suspension or cancellation of contracts

Direct demands often involve the suspension or termination of contracts,
in this case those that underlie Israel's voice-surveillance architecture. In
an “extraordinary decision,” Microsoft ultimately ‘ceased and disabled a
set of services to a unit within the Israel ministry of defense” including
cloud storage and Al services, following combined pressure from employees,
investors, and investigative reports.2*! This decision set a new precedent,
as this “termination is the first known case of a US technology company
withdrawing services provided to the Israeli military” since October 2023242
However, for some, this was only the first step of many. On the same day of
the announcement, No Azure For Apartheid called for Microsoft to cut all
its ties with Israel 2** And shortly thereafter, a group of human rights groups
also demanded more from Microsoft, asking its CEOQ “[w]hat steps, if any,
will [the company] take to suspend its business with the Israeli military and
other government bodies where there is evidence indicating that business
is contributing to grave human rights abuses and international crimes, 24
demanding further accountability and action.

238 Microsoft, ‘Microsoft Statement on the Issues Relating to Technology Services in Israel and Gaza’, Microsoft On the Issues, 15 August
2025, https://blogs.microsoft.com/on-the-issues/2025/05/15 /statement-technology-israel-gaza/.

239 Brad Smith, ‘Update on Ongoing Microsoft Review’, Microsoft On the Issues, 25 September 2025, https://blogs.microsoft.com/on-the-
issues/2025/09/25 /update-on-ongoing-microsoft-review/.

240 The Office of the High Commissioner for Human Rights, From Economy of Occupation to Economy of Genocide: Report of the Special
Rapporteur on the Situation of Human Rights in the Palestinian Territories Occupied since 1967, A/HRC/59/23 (2025), https://www.ohchr.
org/en/documents/country-reports/ahrc5923-economy-occupation-economy-genocide-report-special-rapporteur.

241 Davies and Abraham, ‘Microsoft Blocks Israel’s Use of Its Technology in Mass Surveillance of Palestinians’.
242 Davies and Abraham, ‘Microsoft Blocks Israel’s Use of Its Technology in Mass Surveillance of Palestinians’.

243 No Azure For Apartheid, The First Domino Has Fallen — Microsoft Cuts Some Services to Israeli Unit 8200, 25 September 2025,
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Even though lawsuits have not yielded much material impact in the past,
Zureik made a case for cause lawyering, thanks to “mounting interest in the
potential of human rights and transnationalism to affect state policies and
mobilise refugee communities.” To him, cause lawyering “has proven effective
in publicising mistreatment of marginal groups who have no recourse to

redressing their grievances through the apparatuses of the nation-state."?#

Companies hosting voice-surveillance data abroad may be exposed to legal
liability under the legal corpus of their corresponding jurisdictions, requiring
companies to comply with specific conditions to ensure human rights due
diligence and abide by data protection and privacy legal provisions. This
point was raised in an internal legal opinion from the Israeli Justice Ministry
in 2022, which “noted that both France and Germany required corpora-
tions to check for human rights violations in their supply chains by law,’
adding that if “it were to be revealed that these corporations are operating
in the occupied Palestinian territories, such laws ‘may lead to the issuance
of orders to prevent or restrict services.”?*¢ In relation to the voice-surveil-
lance data stored in Azure's Netherlands-based data centers, the ministry
warned that “the Netherlands was working on similar legislation,” concerned
that “a potential lawsuit would be particularly harmful to Israel?4”

The Israeli Justice Ministry’s concerns were not entirely unfounded. Rev-
elations about the Israeli military’s reliance on Netherlands-based data
centers to store voice-surveillance data prompted parliamentary inquiries,
in response to which the Dutch foreign minister proclaimed: “If there are
serious indications of criminal offences in that information, legal proceed-
ings can of course be initiated, and that is then up to the public prosecution
service.?® |n Ireland, the Irish Council for Civil Liberties formally asked the
Irish Data Protection Commission to investigate Microsoft for the “unlawful
processing” of the voice data of Palestinians, constituting “a breach of the
EU’s general data protection regulation (GDPR) governing use of personal
dami’erg

Concerns of facing lawsuits can be alleviated by Israel by keeping voice-sur-
veillance data within its jurisdiction. Given that major cloud providers have
established their own data centers in Israel, one source told +971 Magazine
that this could lessen the fear of legal action from overseas courts.2*® This
tactic is common in algorithmic supply chains, as actors use whatever
“techno-legal strategy” that enables them to reduce risk, and, in the case
of cross-border supply chains, make use of regulatory arbitrage.?? Israel
can also enlist the collaboration of tech companies, as contracts negotiated
with the likes of Google and Amazon stipulate that they send a secret code
to Israel to tip it off “when it has disclosed Israeli data to foreign courts or



investigators,” as a way “to sidestep legal orders.?*2 This would allow Israel
to swiftly move its data, as was the case for the data it held in Azure's data
centers in The Netherlands, mere days following The Guardian investiga-
tion,2%® something the Irish Council for Civil Liberties considered akin to
hiding “evidence of illegal processing before investigations could commence
withintheEU."%*

Being implicated in the voice-surveillance supply chain can be in breach not
only of foreign domestic laws but also international law. As an international
coalition of legal and advocacy rights groups—the Abolitionist Law Center,
Avaaz Foundation, European Legal Support Center, SOMO, Center for Con-
stitutional Rights, Eko, and GLAN (Global Legal Action Network)--warned
in a notice of exposure to legal liability sent to Microsoft for its involve-
ment in grave human rights violations, including “Israel's commission of
illegal, extensive, and oppressive surveillance of the Palestinian population,”
the company “Microsoft has exposed itself, its leadership, and its individual
officers to wide-ranging criminal and civil legal liability, including in domestic
courts in the United States and the European Union, and before various
international bodies™** such as the International Criminal Court.

Countries that recognize the International Court of Justice's power may
legally challenge companies operating in their juridictions if the court
ultimately rules the military campaign to be a genocide?*® Internation-
al humanitarian and human rights law offers avenues for contestation,
including litigation in international tribunals and transnational lawsuits,
on the grounds of violating key rights as the right to privacy, freedom of
expression, and access to the internet.25” Under the Oslo Accords, violating
Palestinian sovereignty over ICT infrastructure could also be argued.?>®

Governments could impose targeted sanctions, export controls, or blacklist-
ing of companies enabling human rights violations like the ones resulting
from Israel's voice-surveillance apparatus. One example is the U.S. gov-
ernment’s blacklisting of spyware companies NSO Group and Candiru.2*®
Governments could also impose export controls. However, this is complicat-
ed by the “dual-use” nature of technologies used in voice surveillance, which
can be used for both military and non-military purposes. For instance, “U.S.
export controls were originally created to regulate items with clear military
inputs and use cases,” but dual-use technologies that also carry commercial
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applications “are more difficult to regulate at both the national and inter-

nationallevels.26°

The fragmented accountability and asymmetrical power dynamics of Israel’s
voice-surveillance ecosystem’s create multiple leverage points for challeng-
ing its operations, from employee activism and investor pressure to legal
action and international scrutiny. While Microsoft’s precedent-setting ter-
mination of services to Israeli military units demonstrates the effectiveness
of coordinated contestation, demands for further accountability and more
decisive action highlight that this remains only one step in a broader struggle.
Ultimately, the contested nature of this surveillance architecture—revealed
through investigative journalism and scrutinized through regulatory, legal,
and public pressure—offers pathways to disrupt the systems enabling
Israel’s algorithmic voice surveillance of Palestinians.

‘Captive Voices' speaks to the profound violation at the heart of Israel's mass
algorithmic voice surveillance: the systematic capture of Palestinian speech
as a mechanism for their oppression. The preceding chapters have shown
that the voice-surveillance apparatus deployed over Palestinians is not a
discrete or isolated program, but a dense, multilayered system of capture,
storage, analysis, and operational use. What emerges is an architecture
of control in which voice data—an intimate, ephemeral trace of everyday
life—is embedded in a broader project of population control, connected to
other modes of Israeli mass surveillance. This voice-surveillance architec-
ture deeply impacts Palestinian life: constraining communication, producing
fear, and facilitating incrimination, arrests, and death.

Even within this architecture of digital control, pathways for contestation
emerge. The systematic voice surveillance of Palestinians reveals not only
the scale of Israel's military occupation but also the pivotal role of corpora-
tions, technology companies, and cloud service providers, all of whom can be
pressured through various means. Cases like Microsoft show that actors in
this apparatus are not immovable: under sustained pressure from workers,
investors, journalists, civil society, and governments, they can be compelled
to suspend contracts, adjust practices, or confront their own complicity in
human rights abuses.

Yet, contesting this voice-surveillance apparatus means also confronting
the carceral and colonial logics that made such a system imaginable and
implementable in the first place. Without addressing these underlying struc-
tures—including the normalization of mass surveillance and data collection,
the legal exceptionalism applied to Palestinians, and the global diplomatic
and market incentives that reward Israel's securitization industry—efforts
at reform risk reproducing the very logics they seek to undo.
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The account presented here is perhaps only the tip of the iceberg of a
larger and more opaque voice-surveillance regime, but it provides an initial
mapping of how the voice data of Palestinians is intercepted, processed,
and weaponized. Ultimately, this report serves as both a documentation
and an invitation: a call for further research, broader scrutiny, and coordi-
nated action—all interventions that must remain grounded in the broader
struggle for Palestinian human rights, dignity, and self-determination.
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